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Abstract

The network interface layer of the TCP/IP protocol suite, primarily comprised of the Internet Protocol (IP), serves as
the backbone of modern internet communication. With its efficient data delivery, The network interface layer, presents
key challenges in terms of performance, security, and privacy. This comprehensive survey delves into these three crucial
aspects, analyzing the inherent vulnerabilities, limitations of the interface layer, and provide solutions of the related
problems. The performance analysis explores throughput, latency, and bandwidth constraints, along with solutions
such as bandwidth allocation and optimization techniques. Vulnerabilities within Network Interface Layer, including
denial-of-service attacks and MAC address spoofing, are discussed, along with a review of existing security mechanisms.
Privacy flaws are examined, covering MAC address tracking, profiling risks, and anonymization techniques, while also
addressing privacy considerations on the Internet of Things. The survey analyzes several case studies providing
comparative analysis of the network interface layer protocols, with support of the real world scenarios including
performance analysis in high density environment, and security and privacy risks in smart homes networks. The
findings provide a comprehensive understanding of the complexities surrounding performance, security, and privacy
issues future directions and potential solutions.

Keywords: TCP/IP; NIL; Anonymity; Heterogeneous; Packet Fragmentation and Aggregation; Congestion Control
Algorithm; MAC Address; Regulating Privacy

1. Introduction

Transmission Control protocol and Internet protocol (TCP/IP) was developed in the 1970s and adopted from ARPANET
(the predecessor to the Internet) in 1983 [1]-[5]. As shown in Figure 1, the TCP/IP Protocol Suite is made up of a layered
model, consisting of the application layer, transport layer, internet layer, and network interface layer, each having
different functionalities in the suite. The TCP/IP protocol performs various functions in network communication,
congestion, and error concealment in the application layer, end to end error recovery, transmission, and flow control in
the transport layer, provision of logical addressing and routing of data packets using Internet protocol like, IPv4 in the
internet layer, and the network interface layer, which is our main point of concern, it combines raw data into data
frames, provides a physical interface for data transmission[6]-[9]. The theoretical frameworks of the network interface
layer in TCP/IP includes understanding the network interface layer architecture, protocols, and standards that govern
communication between devices at the physical and data link layers. This includes protocols such as Ethernet, Wi-Fi,
and PPP (Point-to-Point Protocol), which define how data is transmitted and received over network interfaces [10]-12].
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Figure 1 TCP/IP protocol suite

Extensive research has been done on network interface layer performance, security, and privacy issues [13]-[16].
Techniques like network traffic mapping, congestion control algorithms, and efficient routing protocols have been
explored to improve network performance of the network interface layer. Researchers have identified and proposed
mitigation mechanisms on various vulnerabilities in the network interface, such as Address Resolution Protocol (ARP)
spoofing, Media Access Control (MAC) address spoofing, and Denial-of-Service (DoS) attacks [17]-[20]. Traffic sniffing,
network intrusion detection, and user tracking in the network interface layer raise privacy concerns that researchers
are actively addressing [21]-[24].

There is great significant advancements that have been made, despite this achievement, there are challenges in the
network interface layer; trying to balance between performance and security can a times impact the network
performance. New attack vectors and vulnerabilities emerge constantly, demanding ongoing research and development
of robust security solutions [25], [26]. Balancing the need for network monitoring and security with individual privacy
rights remains an ongoing debate.

The network interface layer plays a vital role in today's interconnected world, impacting various aspects of society and
culture, e-commerce and online services needs, secure and reliable network interface layer for the smooth functioning
of online activities [27]. Technological advancements are shaping the future of the NIL, Software-defined networking
(SDN), provides greater flexibility and control over network traffic management, potentially improving performance
and security in the network interface layer. Network function virtualization (NFV), allows for virtualization of network
functions, potentially improving scalability and security in the NIL [28]-[30]. Emerging network technologies: New
technologies like 5G and the Internet of Things (IoT) pose new challenges and opportunities regarding performance,
security, and privacy in the NIL.TCP/IP is the foundation of modern networking. It's always changing and getting better
to keep up with how much we use the internet [31], [32]. Because it's strong, can handle lots of traffic, and works well
with different systems, it's the main way computers talk to each other worldwide. TCP/IP keeps improving, like with
[Pv6, which helps solve the problem of running out of internet addresses. It's a big part of how we stay connected, share
information, and work together online [33]-[36].

1.1. Motivation of the Study

The network interface layer of the TCP/IP protocol suite is vital for internet communication, yet ongoing research and
improvements are driven by several key issues. Performance motivations include accommodating the increasing
demands on the internet, adapting to emerging technologies like IoT and 5G/6G, and addressing congestion and delay
[37], [38]. Increased cyber threats, the lack of end-to-end encryption leaving data vulnerable, and privacy concerns
arising from IP addresses and traffic analysis; the need to protect sensitive data, concerns about third-party access and
data misuse, and identifying and mitigating privacy risks introduced by emerging technologies like SDN [39]. Overall,
the study of performance, security, and privacy issues in the TCP/IP network interface layer aims to maintain and
enhance internet efficiency, strengthen network security, and safeguard user privacy.

1.2. Research Contributions

This paper extensively provides an understanding of the performance, security, and privacy issues of the network
interface layer of the TCP/IP. The research starts by providing a clear understanding of the architecture, and
functionality of the network interface layer. The findings of the survey contribute to the existing body of knowledge;
providing researchers, policymakers, and industries, a clear understanding and knowledge of the performance, security,
and privacy issues at the network interface layer of the TCP/IP. The findings of this study offer valuable contributions
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to the knowledge base on the network interface layer, aiding in the development of more secure, efficient, and privacy-
preserving network communication systems:

e Comprehensive Analysis: It provides a comprehensive and in-depth analysis of various performance, security,
and privacy issues impacting the network interface layer of the TCP/IP protocol suite.

e Comparative Analysis: It includes a comparative analysis of different network interface layer protocols,
evaluating their performance, security strengths and weaknesses, and privacy considerations.

e Real-world Scenarios: It incorporates real-world scenarios like smart homes and open Wi-Fi networks,
highlighting the challenges they pose and providing insights into potential solutions.

e Mitigation Strategies: It presents various mitigation strategies and best practices to address performance
bottlenecks, security vulnerabilities, and privacy concerns in the NIL.

e  Ethical Considerations: It emphasizes the importance of ethical considerations and regulatory frameworks in
governing data privacy practices within the NIL

e  Future Research Directions: It identifies future research directions by outlining areas like 6G, Software Defined
Networking (SDN), and Network Function Virtualization (NFV) that require further exploration to enhance NIL
performance, security, and privacy.

1.3. Structure

The paper is structures as follows: The first section provides an introduction of the survey; detailed background
analysis, research motivation, contributions, and the methodology used in the research. Section 2 introduces an
understanding of the architectural design of the network interface layer, protocols, and data flow within the layer.
Section 3 delves into performance challenges; heterogeneous networks, congestion control algorithms, and ineffective
network interface protocols. Section 4 discuses the security concerns; Denial of Service attacks, Zero day vulnerabilities,
and Wiretapping and Eavesdropping. Section 5 analyzes the privacy concerns in the layer, providing an analysis of MAC
address profiling and tracking, and mechanisms in regulating privacy. Section 6 provides a comprehensive analysis of
the real world scenarios in performance, security, and privacy issues in network interface layer. Finally section 7
concludes the research, and providing future directions.

2. Methodology

In this study, the following methodologies to be used in order to fully do a comprehensive research:

e Literature Review: A review of existing research papers, literature/articles and technical documents on
performance, security, and privacy in the TCP/IP network interface layer will be used. This will involve gaining
information on current challenges, and best practices in mitigation.

o Performance Evaluation: Performance evaluation will involve analyzing factors such as throughput, latency,
bandwidth constraints, and packet loss in the TCP/IP network interface layer. Optimization techniques,
buffering and queuing mechanisms will be employed to improve the performance metrics.

e Security Analysis: Security analysis will focus on identifying vulnerabilities, threats, and attack vectors in the
TCP/IP network interface layer. Common security mechanisms such as encryption, authentication, and access
control will be evaluated for their effectiveness in mitigating these risks.

e Privacy Assessment: Privacy assessment will involve examining MAC address profiling and Tracking, and the
privacy risks in IoT. Anonymity and pseudonymous techniques will be discussed as some remedies.

e Recommendations and Future Directions: Based on the findings of the survey, recommendations will be
provided for improving performance, enhancing security, and protecting privacy in the TCP/IP network
interface layer. Future research directions and areas for further investigation will also be identified.

2.1. The Architecture

The network interface layer, also known as the Link Layer or Network Access Layer, is the lowest layer in the TCP/IP
networking model [40], as evident in Figure 2 below. It's primarily mandated with the transmission of data over the
physical network medium. This layer defines the protocols and mechanisms necessary for devices to connect to and
communicate on a local area network (LAN) or wide area network (WAN) [41].
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Figure 2 TCP/IP Layers
It consists of the following components:

e The Network Interface Card - it is the hardware devices that connect the host device to the network, it
converts digital data into electrical signal so that it can be transferred over a physical media [42], [43].

o Device drivers - It is the software that allows the host computer’s operating system to directly communicate
with the network interface layer. it translates data formats [44] and provides instructions for the Network
interface card to either receive or send data [45].

e Media Access Control (MAC) - adds network access segment on the local network segment, adding MAC
address to each data packet for ease identification in the local network [46].

e Physical Layer - Deals with the transmission of data bit over the media, it also defines the electrical or optical
signaling standard to be used [47].

2.2. Data Flow

A packet is the smallest unit of data that is transmitted over a network, it consists of the packet header, and payload
[48]-[50]. As shown in Table 1 below, it demonstrates how such packets move in the network interface layer of the
TCP/IP, using the top-down approach.

Table 1 Data Flow in Network Interface Layer

INCOMING PACKETS

Network Media NIC Hardware Device Drivers

Electrical /Optical Signals | Converts to Digital data Translates frames format.
MAC Layer Higher Layers

Verifies Integrity Checksum | Processes based on Destination and protocol information

OUT-GOING PACKETS

APPLICATION HIGHER LAYERS MAC LAYER
Generates data Encapsulation Adds Source and Destination MAC Address
Device Drivers NIC Hardware Network Media

Translates Frame Formats | Converts to electrical/optical Signals

To fully ensure comprehensive data flow, set of rules called protocols are used to define how communications takes
place in the Network interface layer [51] - [54]. Table 2 below summarizes the protocols and their basic functionalities.
The Network Interface Layer, often referred to as the Link Layer in some models, is crucial in the realm of computer
networking as it encapsulates the networking communication over physical hardware. At this layer, data flow is
fundamentally about the transmission of packets between devices on the same network segment or link. It is
responsible for the final encapsulation of higher-level frames into packets or bits that can be transmitted over network
mediums like Ethernet, Wi-Fi, or other types of physical links. This involves not only the framing of data but also

211



GSC Advanced Research and Reviews, 2024, 18(03), 208-233

addressing using MAC (Media Access Control) addresses, error detection and possibly correction through CRC (Cyclic
Redundancy Check), and controlling access to the physical medium, ensuring that packet collisions are minimized in
environments like Ethernet networks.

The process of data flow at the network interface layer is characterized by its close interaction with the hardware. Here,
protocols such as ARP (Address Resolution Protocol) play a pivotal role in mapping IP addresses to the physical MAC
addresses required for packet delivery on the same network. This layer is where the abstraction of data transmission
over a physical medium becomes tangible; the digital data prepared by higher layers of the OSI model (or the Internet
model) is converted into signals (electrical, optical, or radio, depending on the medium) that are transmitted over the
connection. The layer's responsibility extends to the reception of incoming packets, their conversion from physical
signals back into digital format, and their handoff to higher layers for further processing. This bi-directional flow of data
ensures that the network interface layer is a critical junction point in the network stack, where the abstract world of
network protocols meets the physical reality of network cables and signal transmissions.

Table 2 Network interface layer Protocols

Protocol Functions
Ethernet (IEEE | It defines the set of rules for grouping data into frames and transmitting them over a physical
802.3) network medium.

Wi-Fi (IEEE 802.11)

It defines protocols for transmitting data over radio frequencies, handling network access and
security, and managing communication between devices within the same network [55], [56].

Point-to-Point
Protocol (PPP)

[t establishes direct connection between two nodes across a sea, encapsulates IP packets for
transmission over the serial link and provides features such as authentication, error detection,
and dynamic addressing [57]-[62].

High-Level Data
Link Control
(HDLC)

HDLC is a bit-oriented protocol used for communication over synchronous serial links. It
provides framing, error detection, and flow control mechanisms for reliable data transmission
between devices [63], [64].

Frame Relay

Frame Relay is a packet-switching technology used in wide area networks (WANSs). It defines

the format of frames for transmitting data between network devices over a shared network
infrastructure [65]. Frame Relay supports variable-length frames and provides mechanisms
for congestion control and error detection.

Asynchronous ATM is a cell-based switching technology used in both LAN and WAN environments. It breaks
Transfer Mode | data into fixed-size cells and switches them through the network based on predefined routes
(ATM) [66], [67]. ATM provides high-speed, low-latency communication [68] and supports various

types of traffic, including voice, video, and data.

3. Performance issues in Network Interface Layer

This section presents the performance of the network interface layer, digging deep into the performance challenges,
and proposed solutions that can stabilize or increase performance.

3.1. Heterogeneous Networks

Heterogeneous Networks (HetNet) is a networking infrastructure that consist of different components, such as devices,
protocols, and transmission mediums. The nature of heterogeneity comes in hardware, software, protocols, and
network architecture [69]-[74]. Several challenges affect the performance of heterogeneous Networks in the network
interface layer, discuss two main challenges will be discussed below.

3.1.1. Transmission Medium Difference

Transmission medium often differs from one architecture to another, transmission can be accomplished through fiber
optics cables, copper cables, and the wireless radio frequency models etc. All the said mediums do have different
characteristics ranging from bandwidth, error rate, and latency [75]-[79]. All of these characteristics of a transmission
medium affect the performance of the network interface layer positively or negatively. In the Table 3 below, it provides
a summary of different transmission mediums and how they impact performance [80] - [82].
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Table 3 Transmission Mediums Performance

Transmission Bandwidth Error Latency | Performance

Medium Rate

Fiber Optics Cables Extremely Very Low | Very Low | Optimal performance, low processing load,
High minimal transmission rates

Copper Cables Moderate Moderate | Moderate | Good performance

Wireless Radio | Variable Moderate | Variable | Performance depends on signal strength,

Frequencies congestion, prone to interference

3.1.2. Packet Fragmentation and aggregation

Packet fragmentation is the division of large chucks of data packets into smaller fragments to fit within a Maximum
Transmission Unit (MTU) size of a network infrastructure [83], [84]. The MTU is the largest frame size which is 8 bit
bytes that can be sent over to the packet. In a heterogeneous environment, different network architectures have
different MTU frame sizes. For example, large sized packets are to be transferred, on a smaller MTU frame size, packet
fragmentation is needed to ensure successful delivery. However, these fragmented packets will require that they are
recollected together again at the receivers end which results to increase in latency [85], leading to low throughput,
especially when the packets are not successfully delivered [86] - [89]. Figure 3 below demonstrates the packet
fragmentation process [90].

Data Packet
e Frame Body ,C; e Frame Body g MAC Frame Body o [ Frame Body g
HDR “lc| |HDR cl| | HDR | HDR a
Fragment 0 Fragment 1 Fragment 2 Fragment 3

Figure 3 Packet Fragmentation

small packet

aggregated
packet

small packet

®

small packet

P4 Switch
(Disaggregation)

P4 Switch
(Aggregation)

Figure 4 Packet Aggregation

In packet aggregation, it is the process of joining several small packets into a single large packet just before transmission
as in Figure 4 below [91]. It is advantageous that this aggregation improves throughput, reducing on latency especially
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where the network infrastructure supports voluminous data packets. However, the aggregation may also introduce
challenges in managing packets, due the packets large number which in result may affect performance in some network
architecture [92] - [95]. Consider a situation whereby large packet encounters errors or needs re-transmission, the
entire packet needs to be resent, causing delays; some devices might not have enough buffer space to handle large
packets, leading to congestion and delays.

3.2. Congestion Control Algorithms

Congestion control is a technique that controls the movement of data packets in a networking environment. TCP has
implemented numerous models including congestion control algorithms to increase efficiency and increase
performance of the network interface layer, this technique uses functionality like congestion avoidance, fast recovery,
etc. [96]. However, such algorithm directly influences latency by altering with the sending rate, when the sending rate
triggered by the algorithm is low, it impacts the throughput of packets leading to low performance [97]-[100]. The
processing of this control algorithms adds up to the network interface layer workload. The complexity and sudden
changes in the structure of the algorithm generally impacts the performance. Figure 5 below illustrates these congestion
control algorithms.

TCP slow start and congestion avoidance TCP fast retransmit and fast recovery
40 v T T T T T T T T T 40 T T T T T T T T T T T T
36} Congestion 4 36} Slow start Congestion Three duplicate

avoidance RTO expiration avoidance Ks

| ssthresh _ssthresh_ _

Congestion

£ ACK received for
avoidance

retransmitted
segment

cwnd(new)

Slow start

ssthresh(new)

ssthresh(new) cwnd = ssthresh(new)

Slow start

Congestion window (cwnd)
N
o

Congestion window (cwnd)
N
(=]

8 - 8t Fast retransmit Congestion
and fast recovery avoidance
4 1 4 B
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Round-trip time (RTT) Round-trip time (RTT)

Figure 5 Congestion control algorithms

Transmission Control Protocol (TCP) has implemented utilizes various congestion control algorithms to manage
congestion and optimize performance. Examples include Tahoe, Reno, New Reno, and TCP Vegas [101]-[103]. These
algorithms use mechanisms like slow start, congestion avoidance, fast transmitted, and fast recovery to regulate the
transmission rate based on network congestion signals such as packet loss and round-trip time [104]. In Table 4 below,
it discusses some congestion control algorithms, their functionality and how they affect performance [105]-[109].

Table 4 Congestion Control Algorithms

Congestion Controls | Function Performance
Algorithm
TCP Reno Acts as an alert for congestion due | Slows performance.

to packet loss.

TCP Vegas Congestion is detected before | Improves efficiency, but can lead to network
packet loss occurs. connection delays/breakdown, slowing performance.

QUIC  (Quick UDP | Uses the network models predict | Need for efficient calculation, increasing on workload,
Internet Connection) packet size and sending rates. slowing performance

3.3. Ineffective Network Layer Interface protocols

The network interface layer has several protocols that ensure effective performance [110] of the layer as it is
dependable the upper layers of the TCP/IP suite [111]. In a networking environment the TCP/IP suite is integrated into
different infrastructure, this presents different performance metrics such protocols. For example, ethernet protocol,
which its main role is to resolve the IP address of the Network Interface Card to their respective MAC addresses. The
ethernet has some overheads that can impact the performance as shown in Figure 6 below [112], [113]. Ineffective
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network layer interface protocols can create significant barriers to efficient and secure data communication within
networks. Such protocols may exhibit poor performance in handling data packets, leading to increased latency, packet
loss, and even total network failure under high traffic conditions. For example, protocols that are not designed to
efficiently manage network congestion can result in excessive delays and dropped connections, severely impacting
applications that rely on real-time data transmission, such as video conferencing or VolP services. Additionally, these
inefficiencies can escalate operational costs due to the need for more extensive network infrastructure to compensate
for the shortcomings in data handling and transmission capabilities.

On the security front, ineffective network interface layer protocols are particularly concerning as they can leave
networks susceptible to a variety of attacks, including interception, modification, and denial of service (DoS). Protocols
lacking robust encryption and authentication mechanisms fail to protect data integrity and privacy, making it easier for
attackers to exploit vulnerabilities. Furthermore, inadequate security features may not comply with regulatory
standards, exposing organizations to legal and financial repercussions. The evolution of cyber threats necessitates
continuous updates and improvements to these protocols to safeguard against emerging vulnerabilities and ensure
compliance with current security standards. The efficiency and security of network interface layer protocols are
therefore critical to the overall health and performance of computer networks, underscoring the importance of adopting
and maintaining effective and up-to-date networking standards.

Ethernet Header (14 Bytes)

Preamble Start Frame Destination Source Length Data Frame Check
Deli-meter Address Address Sequence

Figure 6 Ethernet Overhead

The Ethernet MTU is set to 1500 Bytes, only 1460 bytes is considered as a maximum data that a Ethernet frame can
carry, therefore additional 20 bytes IP headers and 20 Bytes TCP header is needed to sum up to 1500 Bytes. If more
than 1500 Bytes are to be sent over the network, it will be require that it is fragmented before it is sent, which can affect
performance as discussed in packet fragmentation and aggregation [114], [115].

4. Security Concerns In the network Interface layer

The network interface layer is of importance to the TCP/IP Model as it is responsible for actual transmissions of data
over the physical medium such as the Ethernet and WiFi, however despite its complexity in functionality, several
security threats can target this layer, these includes of Denial of Service attacks, Zero Day vulnerabilities, and Wire
tapping/eavesdropping [116]-[118].

4.1. Denial of Service attacks

Denial of Service attacks is designed to disrupt the normal functionality of the network interface layer by sending to
many packets on the network that causes flooding, preventing normal operations like users accessing network
resources [119]-[122]. This impacts the security of the network interface layer in several ways:

Excessive traffic and packets sent by the attacker to the network leads to consuming of the bandwidth, and exhausting
computing resources such as the memory. This kind of attack involves sending fragmented packets with a malicious
intent, in return the fragmented packets overwhelmed the target machine, which causes excessive processing power to
reassemble the packets influencing the performance of the Network interface [123]. In Table 5 below, it discusses
common types of DOS attacks in the Network Interface Layer, and proposed mitigation strategies [124] -[127].
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Table 5 Types of DOS Attacks

DOS Attack Explanation Examples Mitigation

Fragmentation it exploits vulnerabilities to send fragmented | Ping of Death Packet

Attacks packets that exhaust network resources [128] Inspection
when reassembled.

Flooding Attacks | It floods the network with a large volume of | SYN Floods, ICMP Ping | Traffic rate
traffic, making the receiver become overwhelmed, | Flood, and UDP floods limiting and
and not able process legitimate traffic filtering

MAC Address | DOS attack spoof MAC addresses to flood the | Impersonation Real-time traffic

Spoofing network, leading to network congestion analysis.

In Figure 7 below, it depicts an attack take place, the attacker overwhelm the network infrastructure by flooding it with
excessive traffic or exploiting vulnerabilities in network devices. This flood of traffic can consume bandwidth, exhaust
resources like CPU or memory, or disrupt network connectivity, making legitimate network communication impossible
[129]-[134].

Command&Control

Victim Host/Network ————PAttack traffic

Figure 7 Typical DOS Attack

4.2, Zero-day Vulnerabilities

A zero-day vulnerabilities are kind of attacks that attackers exploit unknown vulnerabilities in the network
infrastructure that has not yet being patched [135]. The zero-day vulnerabilities affect protocols in the network
interface layer to execute unknown code, alter with normal communications and intercept traffic. For example in MAC
protocol, attacker can exploit zero-day vulnerability in the MAC protocol altering with the MAC address leading to MAC
address spoofing. Networking devices in the Network interface layer can be compromised to exploit unknown
vulnerabilities leading to manipulation of traffic, access to unauthorized resources leading to disruption of services,
impacting performance[136]. Figure 8 below explains how the zero day attack takes place, from its creation, release,
exploitation, and patch release and deployment [137]-[139].
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Figure 8 Zero day attack

Proposed mitigation strategies to compact zero-day attacks in the network interface layer of the TCP/IP: Separation of
networking resources; subnetting and monitoring/restrict traffic flow in the subnets, this will help to limit the impact
of the zero-day attack, which might have spread to the whole network if not segmented [140]-[142]. Implementation of
quick and active patch management framework to patch network architecture flaws before they are exploited. This also
include being updated with the newly discover vulnerabilities, how they can be exploited, and how they can be mitigated
[143]. Creation of policy and work plan to counter zero-day attacks, that include of incident response plan, also coming
out with a mechanism to detect any anomalies of the zero-day attacks [143]-[146].

4.3. Wiretapping and Eavesdropping techniques

Eavesdropping is the technique that an attacker passively or actively intercepts legitimate communication between two
or more entities and listen or captures their communications [147]. On the other hand Wiretapping is the interception
of active communication taking place in an electronic medium [148], both Wiretapping and eavesdropping have the
same goal of unauthorized access to legitimate communications to listen or collect data with a malicious intent [149]-
[152].

In Figure 9, below shows how eavesdropping attack takes place; the attacker is intercepting communication between
the computer user and the requests and responses he is getting from the server/access point, hence the attacker is
listening/capturing server client interactions [153], [154].

Computer
User

O Origin Communication
@ Connected @ Connected

- to Internet to Server -
New S -~ E d i
Connection T~ ke aveittro?(plng
~3 IEs ac

Hacker

Figure 9 Eavesdropping Attack

Figure 10 below depicts how wiretapping takes place, the attacker scans the MAC address at the access point, and
intercepts and listens/captures packets of the legitimate users [155].
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@

There are two mechanisms of eavesdropping which attacker use to accomplish their goal: Passive eavesdropping, from
the word ‘passive’ involves inactively listening and interception of communication without triggering an alert [156].
Attacker captures communications that transverse across the network with an aim of collecting data. Active
eavesdropping involves modification of network traffic, these include of alteration of data packets, injection of unknown
payload, and fake packets to with an aim of redirecting traffic to hackers destination [157]. It Acts as a man in the middle
attack, other mechanisms includes of session hijacking which takes over the entire communication/data transfer
session and captures all communications, and evil twin access point which crates a fake Wi-Fi hot-spots , legitimate
users connect to the network and their information is stolen during communication process [158]-[160]. Several
mitigation strategies have been proposed to reduce the impact of wiretapping and eavesdropping attacks on network
interface layer [161]-[162] as discussed in the Table 6 below.

Figure 10 Wiretapping Attack

Table 6 Eavesdropping Attacks Mitigation Strategies

Technique Explanation

Network Segmentation Separation of the network architecture will help reduce the impact and spread of the
attack [163].

Packet Inspection and | It will help identify forged/fake packets and unknown network connections, creates an

Traffic Analysis. alert and preventive measures taking i.e. blocking the forged packets.

Cryptography and | Encryption sent packets/received using several algorithms with a key only known to
Encryption the sender and recipient [164].

Authentication and | Authenticate and verify each network connections, involves regular scanning of
Verification connection profiles.

5. Privacy Concerns in the Network Interface layer

Privacy issues in the network interface layer of TCP/IP involve MAC address tracking and profiling, where devices'
unique identifiers are exploited for monitoring and targeted advertising. Regulation efforts aim to safeguard user
privacy, yet there are still gaps due to the decentralized nature of network management and the lack of standardized
privacy protocols. Challenges include balancing privacy with network functionality, addressing jurisdictional laws in
regulation, and mitigating vulnerabilities exploited by malicious actors [165]-[169]. Effective privacy measures demand
collaboration among stakeholders to develop robust frameworks that uphold user rights while preserving network
integrity.

5.1. MAC Address Tracking and Profiling

The Media Access Control (MAC) protocol in the network interface layer is associated with a unique identifier to the
network interface card [170], which is licked up with the devices connected to the network. This kind of linkage affects
the privacy of these connected devises. Numerous risks are associated with MAC Address Tracking and profiling. The
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MAC addresses are unique identifiers each assigned network interface cards of networked devices, and they constantly
remain the same over a period of time. This poses a risk in tracking the devices on the network for a long period of time
leading to violation of privacy [171]. Secondly, MAC Address can reveal private information about device, and the user
(movements, habits, and logs). Based on the collected information, attackers can use this information to launch an attack
as in Figure 11 below. This address tracking and profiling have become prominent techniques in the realm of digital
surveillance and targeted advertising, raising significant privacy concerns. Every device connected to a network has a
unique MAC address, intended to control access and facilitate the delivery of data packets within local networks.
However, this unique identifier can be exploited to track the device's movements across different networks. For
example, retail environments, airports, and public spaces equipped with Wi-Fi networks can monitor the presence of
devices by capturing their MAC addresses, even if the device does not connect to the network. Over time, the collected
data can be used to profile individuals' habits, frequented locations, and even predict future movements. This level of
tracking and profiling poses a substantial threat to personal privacy, as individuals may be unknowingly monitored and
analyzed without their consent.

In response to these privacy concerns, some operating systems have introduced features to randomize MAC addresses
during network scans, making it more difficult to track and profile devices consistently. However, this countermeasure
is not universally adopted, and its effectiveness can vary, leaving gaps in privacy protection. Moreover, while MAC
address randomization can provide a layer of anonymity, persistent tracking techniques and sophisticated data analysis
can sometimes de-anonymize this information, linking the randomized MAC addresses back to individual devices and

users.
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Figure 11 MAC Addresses Attack

The issue of MAC address tracking and profiling underscores a broader debate about privacy in the digital age,
highlighting the need for stronger regulatory frameworks and technology solutions to protect individuals from invasive
tracking practices and ensure their right to privacy in increasingly connected environments. MAC address
anonymization techniques helps to mitigate the MAC Address tracking, and profiling [172] -[176] as in Table 7 below.

Table 7 MAC Address Anonymization Techniques

Technique Description Implementation
MAC Address | Thisinvolves replacing part of the MAC address with | This technique obscures the original MA
Masking a pseudonymous value to maintain privacy while | address while still allowing devices to
maintaining compatibility with network protocols | communicate over the network.
[177].
MAC  Address | Using Encryption mechanisms to prevent | This helps to maintain the confidentiality
Encryption unauthorized tracking and profiling. (SSL/TLS, | and integrity of communication entities
[Psec) and channels
Random  MAC | Frequently changing MAC addresses of devices over | Reduce the rate and impact of MAC
Addressing atime [178] tracking and profiling
Scheme
Virtual Private | VPNs reroutes clients connections through a secure | It hides out to identify of clients on the
Networks server [179]. network, masking their location
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5.2. Regulating privacy, Gaps and Challenges

Nations across the world have come up with different enactments tries to cover the privacy of their data and
communications in the internet [180]. However, there are still concerns about the privacy challenge in the network
interface layer of the TCP/IP. General Data Protection Regulation (GDPR) [181] and California Consumer Privacy Act
(CCPA) [103] have set policies and guidelines on how data can be processed, shared, and used but have not provided
insights on the transmission of data in the Network Interface Layer.

Nations globally have telecommunication regulations that control surveillance, tracking and profiling of her citizens but
due to jurisdiction differences it has become difficult to comply with such regulations due to lack of general uniform
rules and regulations [182],[183]. Even as different nations advances in their technology, it is quit difficult to keep up
with the technology advancements, making it had to balance between privacy [184] and technological advancements
[185]. Ethical considerations and applicable legal and regulatory frameworks applicable are summarized in Table below
[186], [187].

Table 8 Ethical Considerations

Ethical
Considerations

Description Applicable Legal and

Regulatory Frameworks

Transparency and | Individual and organizations need to practice transparency | Health Insurance Portability

Consent and consent with an aim of protecting user privacy and  Accountability  Act
Includes regulations in information disclosure, data collection (HIPAA)
and sharing practices.
General Data Protection
Regulation GDPR
Data Minimization Practicing data minimization involves, collecting, processing | Health Insurance Portability
of only required data that serves that specific purpose. This | and  Accountability = Act
helps to reduce the impact of privacy breach. (HIPAA)

User Training and

This is an approach to network privacy that aims at educating

All applicable Frameworks

Education networking device users to exercise control over their data

over the internet.

Fairness Network privacy emphasize fairness and equity in data
processing, ensuring equality in collecting, processing, and

dissemination of network based data

All applicable Frameworks

6. Case Studies on Performance, Security, and privacy of the Network Interface Layer

Case studies exploring the performance, security, and privacy of network interface layers delve into the thin line balance
between efficient data transmission, robust security measures, and user privacy. These studies analyze real-world
scenarios to assess the impact of various protocols, hardware configurations, and network architectures on overall
system functionality. They uncover vulnerabilities such as MAC address spoofing, protocol weaknesses, and data
interception, while also highlighting strategies to enhance performance without compromising security or infringing
upon user privacy. Through these investigations, insights are gained into optimizing network infrastructure to meet the
evolving demands of a connected world while safeguarding sensitive information and maintaining operational
efficiency.

6.1. Comparative analysis of the Network Interface protocol

The main aim of this comparative analysis was to perform a comparative analysis of the performance, security, and
privacy of the network interface layer Protocols, evaluating their performance rating, security challenges and privacy
concerns as in Table 9 below.
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Table 9 Comparative Analysis of network interface layer Protocols

Network Performance Security Privacy References

interface

layer Protocol

Ethernet High  throughput, low | Simple to use Visible MAC addresses, | [188] -
latency. Prone to MAC address | lackingefficient privacy | [190]

attacks.

Wi-Fi Varies in speed depending | Prone to eavesdropping, | Prone to MAC address | [192] -
on signal, might prone to | unauthorized access [191], | tracking. [194]
signal blockage attacks WPAZ Vulnerabilities Random MAC

addressing Scheme

helps maintain privacy

Fiber Optics High bandwidth, Low | MAC addresses vulnerable | Wired connection | [195] -
latency at end devices reduces the impact of | [199]
attacks.
Prone to MAC Address
tracking and profiling
Cellular Differ in performance due | Secure in transmission | Prone to tracking and | [201] -
Networks to area coverage [200] profiling, location | [203]
Prone to congestion Prone to SS7 Vulnerabilities spooing, MAC Address
attacks

6.2. Real-world Scenarios and their challenges

Despite of massive innovations that have been done by the tech giant companies, the network infrastructure still faces
performance, security, and privacy challenges in their quest to have 100% efficient systems [204] - [206]. Across the
globe smart cities have been developed integrating diverse devices with specific functionality, for example the Internet
of Things (IoT), and Sensor devices are Al powered [207] to even work smarter than humans. Maintaining such massive
technology since they directly interact with people, collecting information about them, processing and even making
decisions based on the data, protecting such information; ensuring that it is not prone to attacks or cannot be used for
unintended purpose can be challenging [208] -[210].

Performing online services like banking, e-learning, tele-conferencing, and patient monitoring on a network
infrastructure such as open Wi-Fi can be challenging in maintaining efficient online operations [211]-[213]. Potential
performance challenges that one might face include network congestion, and low bandwidth which will affect the
services provided. Protecting sensitive information like databases can be a changeling in an open connection, one is
prone to attacks such as eavesdropping, low performance metrics, hacking, tracking, and data mining [214]-[216].

Rural areas and developing countries, face bandwidth challenges, where high-speed internet is often limited by
inadequate infrastructure. In rural areas, the large population makes it economically illogical for internet service
providers to provide such services, these leads to low internet connections; thus making access to internet related
services limited [217]. Similarly, 3rd world countries face challenges in establishing robust network infrastructure to
meet the growing demands of their populations. Bandwidth constraints hinder economic development by limiting
access to online resources, hindering the growth of e-commerce, and limiting communication channels for businesses
and individuals [218]. Without reliable internet access, businesses struggle to compete in the global market, and
individuals are deprived of educational and job opportunities available through digital platforms. Addressing
bandwidth limitations in rural and developing areas is crucial for bridging the digital divide and fostering inclusive
economic growth and development.

Attackers can create fake Wi-Fi hotspots that look genuine to unsuspecting victims through spoofing MAC addresses.
Once users connect to these malicious networks, attackers can intercept sensitive information, launch phishing attacks
for stealing their credentials, distribute malware or eavesdrop on their network activities. Consequently, this puts the
user’s privacy and security on the line thus might result into identity thefts, financial losses or unauthorized access to
personal data.
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People may use MAC address spoofing as a means of avoiding device tracking or monitoring by network administrators
[219], [220]. By using a MAC address that is not linked to their actual device identity, they can go unnoticed while
accessing restricted or monitored networks. This could be used for gaining unauthorized entry to confidential
information, circumventing network restrictions and engaging in illegal activities without any trace being left behind
[221],[223].

A scenario where an online banking portal is under attack; attackers use a network of compromised computers
(botnets) to undermine the bank’s servers with a flood of requests. By overwhelming the available bandwidth capacity
and computational resources, the traffic congestion overloads the network interface layer and either slows down or
shuts down the service. Stuck trying to access their accounts, transfer funds or contact service agents, banking
customers experience a disruption in service [224], [225]. Alongside the financial repercussions related to the
interruption of service, the incident compromises the bank’s reputation However, network security measures are
undermined by this while making it possible for malicious acts to thrive under the cover of darkness.

The financial institution suffers financial losses and lasting damage to its image. In a Distributed Denial of Service attack,
threat actors exploit vulnerabilities in network devices (such as routers or [oT devices) in order to amplify malicious
traffic toward the victim’s network [226] - [228]. This amplification of the attack puts additional strain on the capacity
of the layer of the network (the network interface of the victim’s network, in our example) to process legitimate traffic.
It also complicates the mitigation efforts because, even if the source of the attack would be identified relatively quickly,
the fact that the malicious traffic [229] appears to come from a number of legitimate sources makes it more difficult to
effectively and completely mitigate an attack. The organization experiences increased downtime, more money has to be
invested to get back to operations, and long-term financial and reputation risks might materialize due to legal and
regulatory actions related to the failure to protect customer data or ensure availability.

Finally, The COVID-19 pandemic impacted the network interface layer of the TCP/IP stack, primarily due to the global
transition to remote work and increased reliance on digital communication tools [230]. This shift resulted in a increase
in internet bandwidth demand, causing strain on the Network interface layer and leading to potential slowdowns and
latency issues. Network congestion exacerbated these challenges, especially in areas with limited broadband
infrastructure. Security vulnerabilities were exploited by cybercriminals who took advantage pandemic to launch
attacks targeting remote workers. Additionally, the rapid deployment of remote access solutions introduced new
vulnerabilities, such as insecure protocols and mis-configured VPNs, making corporate networks susceptible to
unauthorized access and data breaches. Supply chain disruptions further compounded security risks, as shortages of
networking equipment led to the use of outdated or counterfeit devices containing vulnerabilities [231], [232].

Privacy concerns emerged as remote collaboration tools raised issues regarding data privacy and confidentiality.
Instances of unauthorized access to virtual meetings highlighted the need for robust privacy safeguards at the Network
Interface Layer. Moreover, government and employer surveillance measures aimed at curbing the spread of COVID-19
raised privacy concerns about the collection, storage, and sharing of personal data transmitted over networks [233] -
[235]. During the COVID-19 pandemic, computer network privacy concerns escalated as remote work and online
interactions surged, exposing individuals to heightened risks of data breaches, cyber-attacks, and surveillance. The
rapid shift to remote work necessitated the use of virtual private networks (VPNs), often leading to increased
vulnerabilities due to inadequate security measures or unfamiliarity with proper protocols. Additionally, the reliance
on video conferencing platforms raised privacy issues regarding data collection, unauthorized access, and the potential
for surveillance by both government entities and malicious actors. As individuals relied more on digital communication
for work, education, and socializing, ensuring privacy protection became increasingly challenging, demanding robust
security measures and heightened awareness of cyber threats to safeguard sensitive information and personal data.

7. Conclusion

In conclusion, this comprehensive survey has delved into performance, security, and privacy issues in the network
interface layer of the TCP/IP protocol suite. Performance is impacted by factors such as heterogeneous networks, packet
fragmentation, aggregation, and congestion control algorithms. These challenges impact throughput, latency, and
bandwidth. Security vulnerabilities pose significant threats to the Network Interface Layer, including denial-of-service
attacks, zero-day vulnerabilities, and wiretapping/eavesdropping attacks. These attacks disrupt normal network
operations, compromise data integrity, and expose sensitive information. Mitigation strategies such as packet
inspection, traffic analysis, encryption, and authentication are proposed. Privacy challenges included MAC address
tracking, profiling risks, and data interception. MAC address anonymization techniques and encryption mechanisms
help mitigate privacy risks and protect user anonymity. Moreover, regulatory frameworks and ethical considerations
play a vital role in governing data privacy practices and ensuring transparency, consent, and fairness in data processing.

222



GSC Advanced Research and Reviews, 2024, 18(03), 208-233

Despite technological advancements, there is still a need to look into performance, security, and privacy of the Network
Interface Layer. Further research need to be done on emerging technologies like the 6G, Software Defined Networking
(SDN), and Network Function Virtualization (NFV). Secondly there is a need to develop standardized, ethical considered,
and interoperability mechanisms ensuring that new solutions are fully integrated across diverse network environments
and protocols. By identifying key challenges and suggested mitigation strategies, this paper paves the way for future
advancements in network communication technologies, ensuring the confidentiality, integrity, and availability of the
network interface layer of the TCP/IP Suite.
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