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Abstract

Quantum computing, with its potential to solve complex problems exponentially faster than classical computers, is
poised to revolutionize various fields, including wireless networks security. This survey paper provides a
comprehensive overview of the intersection between quantum computing and wireless networks security. We examine
the potential threats quantum computing poses to classical encryption algorithms, such as RSA and ECC, which are
foundational to the security of current wireless networks. Additionally, we explore emerging quantum-resistant
cryptographic techniques designed to safeguard against these threats. The paper also discusses quantum key
distribution (QKD) as a promising solution for achieving theoretically unbreakable encryption in wireless networks.
Furthermore, we review the current state of research in applying quantum computing to wireless network security,
including its implications for authentication, confidentiality, and integrity. Finally, we identify challenges and future
directions for integrating quantum computing into wireless network security, emphasizing the need for continued
research to ensure the resilience of wireless networks in the quantum era.

Keywords: Quantum Computing; Wireless Network Security; Quantum-Resistant Cryptography; Quantum Key
Distribution (QKD); Post-Quantum Cryptography; Network Vulnerabilities

1. Introduction

The rapid advancement of quantum computing technology is reshaping the landscape of information security, with
profound implications for wireless networks. As quantum computers progress from theoretical constructs to practical
machines, they threaten to break the cryptographic algorithms that underpin the security of modern wireless networks
[1], [2]- The block diagram of typical quantum and classical computers are shown in Figure 1. Classical encryption
methods, such as RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography), which rely on the
computational difficulty of certain mathematical problems, are vulnerable to quantum algorithms like Shor's algorithm
[3], capable of factoring large integers and solving discrete logarithms exponentially faster than classical algorithms.

Wireless networks, which are increasingly pervasive in our daily lives, from personal devices to critical infrastructure,
depend on these classical encryption techniques to ensure secure communication [4]-[6]. The advent of quantum
computing thus presents a significant challenge to the confidentiality, integrity, and authenticity of wireless
communication [7], [8]. Without adequate countermeasures, the security of wireless networks could be severely
compromised, leading to potentially catastrophic consequences for both individuals and organizations.

This survey paper aims to provide a comprehensive overview of the intersection between quantum computing and
wireless network security. It will explore the potential threats posed by quantum computing to current cryptographic
methods used in wireless networks and examine the emerging field of quantum-resistant cryptography, which seeks to
develop algorithms capable of withstanding quantum attacks. Additionally, the paper will delve into Quantum Key
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Distribution (QKD), a technology that leverages the principles of quantum mechanics to enable secure key exchange,
offering a potential solution to the vulnerabilities exposed by quantum computing.
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Moreover, the paper will review the state-of-the-art research on the application of quantum computing in enhancing or
undermining wireless network security. By analyzing current approaches, challenges, and future directions, this survey
aims to provide a solid foundation for researchers and practitioners seeking to understand and address the security
implications of quantum computing in wireless networks. The goal is to foster a deeper understanding of the critical
need for quantum-safe security measures in the ever-evolving landscape of wireless communication.

Figure 1 Quantum vs. classical computer

1.1. Problem statement

The impending reality of quantum computing poses a significant threat to the security of wireless networks, which are
currently safeguarded by cryptographic algorithms considered secure against classical computational attacks. As
quantum computers advance, they have the potential to break these classical encryption methods [9], thereby
jeopardizing the confidentiality, integrity, and availability of wireless communications. This vulnerability stems from
the ability of quantum algorithms, such as Shor’s algorithm [10], to efficiently solve mathematical problems that are
computationally infeasible for classical computers, such as integer factorization and discrete logarithms. Wireless
networks, which are ubiquitous in both personal and professional environments, rely heavily on public-key
cryptography for secure key exchange and encryption [11], [12]. The security of widely used cryptographic schemes
like RSA and ECC, which underpin secure communication protocols such as Wi-Fi, LTE, and 5G, is based on the
assumption that certain mathematical problems are hard to solve with classical computing resources. However,
quantum computers threaten to dismantle this assumption, rendering these cryptographic schemes vulnerable to
attack.

The primary problem addressed in this survey is the lack of quantum-resistant security measures within current
wireless networks [13], [14]. As the quantum computing era approaches, there is an urgent need to develop, evaluate,
and implement cryptographic solutions that can resist quantum attacks. This includes not only post-quantum
cryptography [15], which aims to create algorithms that remain secure in a quantum world, but also quantum key
distribution (QKD) technologies that utilize the principles of quantum mechanics to achieve theoretically unbreakable
encryption [16], [17]. The challenge is compounded by the widespread deployment of wireless networks across various
domains, from consumer electronics to critical infrastructure, making the transition to quantum-safe security a complex
and resource-intensive task. Furthermore, the lack of consensus and standardization in quantum-resistant
cryptography presents additional obstacles to ensuring a seamless and secure transition. Therefore, this survey
addresses the imminent threat quantum computing poses to the security of wireless networks and the urgent need for
quantum-resistant cryptographic solutions.
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1.2. Motivation

The accelerating development of quantum computing technology is set to disrupt numerous industries, with profound
implications for cybersecurity, particularly in the context of wireless networks. Wireless networks are the backbone of
modern communication [18], enabling everything from personal device connectivity to the operation of critical
infrastructure. The security of these networks relies heavily on classical cryptographic algorithms, which are designed
to be computationally infeasible to break with current technologies. However, the advent of quantum computing
threatens to undermine this security paradigm. Quantum computers, leveraging the principles of quantum mechanics
[19], are capable of performing calculations that would be practically impossible for classical computers. Algorithms
like Shor’s and Grover’s can, in theory, break the encryption schemes that protect wireless communications, rendering
current security measures obsolete [20]. This presents a clear and present danger to the integrity, confidentiality, and
availability of wireless networks, which are integral to both personal privacy and national security.

The motivation for this survey paper stems from the urgent need to address the vulnerabilities that quantum computing
introduces into wireless network security. As quantum computing moves from theory to practice, the risk of widespread
disruption increases. There is a pressing need for the research community to explore and develop quantum-resistant
cryptographic methods [21] that can withstand the computational power of quantum computers. Additionally,
understanding how quantum computing can be leveraged to enhance wireless network security is crucial for staying
ahead of potential threats. This survey aims to consolidate existing research on the intersection of quantum computing
and wireless network security, providing a comprehensive resource for researchers, practitioners, and policymakers.
By highlighting the challenges and opportunities in this emerging field, this paper seeks to contribute to the
development of robust, future-proof security solutions that can protect wireless networks in the quantum era. The
ultimate goal is to ensure that the transition to a quantum-powered world does not compromise the security and
reliability of the wireless networks that are so critical to modern society.

2. Basics of quantum computing

Quantum computing represents a radical departure from classical computing, leveraging the principles of quantum
mechanics to process information in fundamentally different ways. Figure 2 shows some of the key elements in quantum
computers. Understanding these key concepts of quantum computing is essential for grasping its potential and
implications, particularly in fields like cryptography and network security. The sub-sections below discuss some of the
most critical concepts in quantum computing.

2.1. Qubits (Quantum Bits)

The qubit is the fundamental unit of quantum information, analogous to the classical bit [22]. However, unlike classical
bits, which can be either 0 or 1, qubits can exist in a superposition of both states simultaneously, as shown in Figure 3.
Basically, a qubit can represent a 0, a 1, or any quantum superposition of these states, allowing quantum computers to
process a vast amount of information at once. Superposition is what gives quantum computers their incredible
parallelism, enabling them to solve certain complex problems much faster than classical computers.

Another key feature of qubits is entanglement, a quantum phenomenon where the state of one qubit becomes
intrinsically linked to the state of another, regardless of the distance between them. When qubits are entangled, the
measurement of one qubit instantly determines the state of its entangled partner. This property is crucial for quantum
computing, as it allows for the creation of highly correlated qubit states, leading to more efficient information processing
and error correction methods. Entanglement is also a foundational aspect of quantum algorithms, such as Shor's
algorithm for factoring large numbers and Grover's algorithm for searching unsorted databases, which showcase the
potential for quantum computers to outperform classical systems.

However, qubits are highly susceptible to decoherence and noise, which can disrupt their delicate quantum states and
lead to errors in computation. Maintaining qubits in a stable state long enough to perform meaningful computations is
one of the biggest challenges in quantum computing today. Researchers are exploring various physical implementations
of qubits, including superconducting circuits, trapped ions, and topological qubits, each with its own advantages and
challenges in terms of coherence time, scalability, and error rates. As the field of quantum computing advances,
improving the stability and reliability of qubits will be key to unlocking the full potential of this revolutionary
technology.
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Figure 2 Quantum computer elements

Unlike a classical bit that can be either 0 or 1, a qubit can exist in a superposition of both states simultaneously, thanks
to quantum superposition [23]. This allows qubits to perform multiple calculations at once. Additionally, qubits can be
entangled with one another, meaning the state of one qubit can be directly related to the state of another, no matter the
distance between them. This entanglement, along with superposition, enables quantum computers to solve complex
problems more efficiently than classical computers.

BIT QBIT

Figure 3 Qubit

The quantum principle of superposition enables quantum computers to perform many calculations in parallel, vastly
increasing computational power [24]. Qubits can be realized using various physical systems, including trapped ions,
superconducting circuits, and photons.

2.2. Superposition

Superposition is a fundamental principle of quantum mechanics where a quantum system can be in multiple states at
once [25], as shown in Figure 4. For a qubit, this means it can be in a combination of the |0) and |1) states [26].
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Superposition allows quantum computers to explore multiple possible solutions simultaneously, offering exponential
speedup for certain types of computations, such as factoring large numbers.
2.3. Entanglement

Entanglement is a quantum phenomenon where the states of two or more qubits become interconnected such that the
state of one qubit directly influences the state of the other(s), regardless of the distance separating them [27], [28].
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Figure 4 Quantum entanglement and superposition

Entangled qubits remain correlated even when separated by large distances. This property is central to many quantum
algorithms and protocols, including quantum teleportation and quantum key distribution [29]. Entanglement is a key
resource in quantum computing, enabling tasks like quantum error correction and creating highly secure
communication channels.

2.4. Quantum Gates

Quantum gates are the basic operations that manipulate qubits, similar to logic gates in classical computing [30]. These
gates perform operations on qubits by changing their states based on the principles of quantum mechanics. The
common quantum gates include the Pauli-X, Pauli-Y, Pauli-Z, Hadamard, and CNOT gates [31], as shown in Figure 5.
These gates can create superpositions, entangle qubits, and perform rotations in the quantum state space. Quantum
gates are combined to form quantum circuits, which are used to implement quantum algorithms.

Quantum gates are the building blocks of quantum circuits, functioning similarly to classical logic gates but operating
on qubits instead of bits. The rationale behind quantum gates lies in their ability to manipulate the state of qubits,
utilizing principles like superposition and entanglement to perform complex computations.
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Figure 5 Quantum gates

Unlike classical gates that work on definite binary states, quantum gates operate on the probabilities of qubit states,
enabling transformations that can explore multiple computation pathways simultaneously. This capability is crucial for
quantum algorithms, as it allows quantum computers to perform tasks like factoring large numbers, searching
databases, and simulating quantum systems exponentially faster than classical computers.
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2.5. Quantum Algorithms

Quantum algorithms are sets of instructions executed on a quantum computer to solve specific problems more
efficiently [32] than classical algorithms. Examples of quantum algorithms include the following:

Shor’s Algorithm: An algorithm for factoring large integers in polynomial time [33], which poses a threat to classical
cryptographic systems like RSA.

Grover’s Algorithm: An algorithm that provides a quadratic speedup for unstructured search problems [34], reducing
the number of steps needed to find a solution.

2.6. Quantum Decoherence

Quantum decoherence is the process by which a quantum system loses its quantum properties, such as superposition
and entanglement [35], due to interactions with its environment. Decoherence is a major challenge in quantum
computing because it causes qubits to lose information, leading to errors in computation [36],[37]. Protecting quantum
systems from decoherence is a key focus of quantum error correction research.

2.7. Quantum Speedup

Quantum speedup refers to the advantage quantum algorithms have over their classical counterparts, solving problems
in significantly less time [38]. While not all problems can be solved faster on a quantum computer, certain classes of
problems (e.g., factoring, database searching) benefit from exponential or quadratic speedup.

2.8. Quantum Key Distribution (QKD)

QKD is a secure communication method [39] that uses quantum mechanics to exchange encryption keys. It ensures
security based on the principles of quantum mechanics rather than computational complexity [40]. One of the most
famous QKD protocols is BB84, which uses the properties of quantum superposition and entanglement to detect
eavesdropping.

2.9. Quantum Supremacy

Quantum supremacy is the point at which a quantum computer can perform a task that is beyond the capability of
classical computers within a reasonable time frame [41], [42]. Achieving quantum supremacy is a major milestone,
demonstrating the practical power of quantum computing, although it does not necessarily mean quantum computers
are ready to solve all practical problems.

2.10. Quantum Error Correction

Quantum error correction involves techniques to protect quantum information from errors due to decoherence and
other quantum noise [43], [44], as shown in Figure 6. Quantum error correction codes, such as the surface code, are
designed to detect and correct errors without directly measuring the quantum state, thereby preserving the
information.

Noise

Error

p
Correction =1

|¥) —s —olW’)—»
Data Qubit

Syndrome

Generation | Syndrome
Measurement

Error
1000...0,) === [ 1 Decoder

Ancila Qubits

Repeat Syndrome Generation

Figure 6 Quantum error correction

Quantum error correction is essential for maintaining the integrity of quantum computations, which are highly
susceptible to errors due to the fragile nature of qubits. Unlike classical bits, qubits can be easily disrupted by external
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noise, decoherence, or operational imperfections, leading to incorrect results. The rationale for quantum error
correction lies in its ability to detect and correct these errors without directly measuring the qubits, which would
collapse their quantum states. By encoding quantum information across multiple qubits and using specific quantum
codes, errors can be identified and corrected, ensuring the reliability and stability of quantum computations. This is
critical for the development of large-scale, fault-tolerant quantum computers capable of solving complex problems that
are infeasible for classical computers.

3. Contributions towards wireless networks security

Quantum computing has the potential to significantly enhance wireless network security through several innovative
techniques and paradigms. These enhancements can address the vulnerabilities of current classical cryptographic
methods and introduce new ways of securing communication channels [45], making wireless networks more robust in
the face of evolving cyber threats. Below, we discuss the key ways in which quantum computing can enhance wireless
network security:

3.1. Quantum Key Distribution (QKD)

QKD is a method for securely distributing encryption keys using the principles of quantum mechanics [46], as shown in
Figure 7. Unlike classical key distribution methods, which rely on the computational difficulty of certain mathematical
problems, QKD’s security is based on the laws of physics [47]. The most well-known QKD protocol is BB84, introduced
by Bennett and Brassard in 1984. QKD allows two parties (typically referred to as Alice and Bob) to share a secret key
with provable security. The key is transmitted as quantum bits (qubits) through a quantum channel. These qubits are
typically encoded in the polarization states of photons [48], [49]. If an eavesdropper (Eve) attempts to intercept the key,
the quantum state of the qubits will be disturbed due to the no-cloning theorem and Heisenberg’s uncertainty principle
[50], which states that the act of measurement disturbs the quantum system.

This disturbance can be detected by Alice and Bob, who can then abort the key exchange and try again, ensuring that
only they share the final key. QKD applications in wireless networks include the following:

o Secure key management: QKD can be integrated into wireless networks to securely manage cryptographic keys
[51], especially in environments where sensitive data is transmitted, such as military communications or
financial transactions.
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Figure 7 Quantum Key Distribution

e Mobile networks: Implementing QKD in mobile networks (e.g., 5G, future 6G) could protect against threats from
both classical and quantum adversaries [52]-[55]. This is particularly relevant for safeguarding
communications between base stations, mobile devices, and core networks.

e 0T security: As the Internet of Things (IoT) continues to grow, the need for secure communication between
devices becomes critical [56], [57]. QKD can be used to protect the massive amount of data transmitted between
IoT devices in smart cities, healthcare, and industrial automation.
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3.2. Quantum-resistant cryptography

While QKD offers a new paradigm for key exchange, quantum-resistant cryptography (also known as post-quantum
cryptography) focuses on developing cryptographic algorithms that can withstand attacks from quantum computers
[58], [59]. These algorithms are based on mathematical problems that are believed to be hard for both classical and
quantum computers. Some of the quantum-resistant algorithms include the following:

e Lattice-based cryptography: Relies on the hardness of lattice problems, such as the Learning With Errors (LWE)
problem, which is resistant to both classical and quantum attacks [60], [61].

e (Code-based cryptography: Based on the difficulty of decoding randomly generated linear codes [62]. An
example is the McEliece cryptosystem.

e  Multivariate Cryptography: Involves solving systems of multivariate polynomial equations [63], which are
difficult to solve even with quantum computers.

e Hash-based cryptography: Utilizes the security of cryptographic hash functions [64], which are also considered
secure against quantum attacks when appropriately designed.

Some of the applications of quantum-resistant cryptography in wireless networks include:

e End-to-end encryption: Quantum-resistant algorithms can be used to secure end-to-end communication in
wireless networks, ensuring that even if a quantum computer is available to an adversary, the encryption
cannot be easily broken [65]-[69].

e Authentication protocols: Quantum-resistant cryptographic methods can secure authentication protocols [70]
in wireless networks, preventing unauthorized access and ensuring the integrity of transmitted data.

e Future-proof security: By adopting quantum-resistant cryptography now, wireless networks can be protected
against future quantum threats [71], ensuring long-term security and compliance with emerging standards.

3.3. Quantum Random Number Generation (QRNG)

Quantum random number generators use quantum processes to produce truly random numbers [72] as evidenced in
Figure 8. Unlike classical random number generators, which are deterministic and can be predicted with enough
information, QRNGs leverage quantum phenomena such as photon emission or quantum noise to generate non-
deterministic random numbers [73], [74]. QRNG applicability in wireless networks include:
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Figure 8 Quantum random number generator

QRNGs typically exploit phenomena such as quantum superposition or the random decay of particles, which are
fundamentally indeterminate according to quantum mechanics [75]. This makes the numbers produced by QRNGs truly
random, offering higher security and reliability in applications like cryptography, secure communications [76], and
complex simulations where unpredictability is crucial. Their use is growing as the demand for stronger encryption and
more secure data handling increases

e Key generation: Secure cryptographic systems rely on the generation of truly random keys [77]-[82]. QRNGs
can be used in wireless networks to produce high-quality random keys, ensuring that encryption keys are not
susceptible to prediction or compromise.

e  Session initialization: QRNGs can be used to generate random session keys for each communication session in
wireless networks, making it harder for attackers to perform replay attacks or brute-force attacks [83]-[87].
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e Enhancing protocol security: The unpredictability of QRNGs can strengthen the security of various protocols in
wireless networks, such as secure boot, challenge-response authentication, and anti-jamming techniques [89],
[90].

3.4. Quantum-assisted secure communication protocols

Quantum computing can be used to develop new secure communication protocols that enhance the confidentiality and
integrity of data transmitted over wireless networks [91], [92] as shown in Figure 9. Quantum-assisted secure
communication protocols leverage the principles of quantum mechanics to enhance the security of information
exchange. These protocols, such as QKD, utilize quantum states (like the polarization of photons) to generate and share
cryptographic keys between parties. Any attempt to intercept or measure the quantum states alters them due to the no-
cloning theorem [93], making eavesdropping detectable. This ensures that the communication remains secure, as the
keys can be verified and discarded if compromised. Quantum-assisted protocols represent a significant advancement in
cryptography [94], offering theoretically unbreakable security against both classical and quantum computing threats.
These protocols may combine classical and quantum techniques to offer stronger security guarantees. Some of the
examples include:

e Quantum teleportation for secure data transmission: Quantum teleportation is a process by which the state of a
qubit can be transmitted from one location to another without physically sending the qubit itself [95]-[98]. This
technique can be used to transmit encryption keys or sensitive data securely across wireless networks,
leveraging entanglement and classical communication.
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Figure 9 Quantum-assisted secure communication

e Quantum authentication: Quantum authentication protocols use quantum states to verify the identity of users
and devices in a wireless network [99]. These protocols can be designed to detect any attempt at tampering or
impersonation by an adversary [100], ensuring that only legitimate parties can access the network.

The applications of these quantum-assisted secure communication protocols in computer networks include:

e Device authentication: Quantum-assisted protocols can be used to authenticate devices in a wireless network,
ensuring that only authorized devices can communicate, which is crucial for secure IoT deployments [101]-
[106].

e Data integrity: By using quantum-assisted methods, wireless networks can ensure the integrity of transmitted
data, preventing unauthorized modifications during transmission [107], [108].

e Secure routing: Quantum-enhanced secure routing protocols can be developed to protect the routing of data in
wireless networks, particularly in ad-hoc or mesh networks where nodes may be vulnerable to attacks [109]-
[112].

3.5. Quantum cryptography for wireless mesh and ad-hoc networks

Wireless mesh and ad-hoc networks are characterized by their decentralized nature and dynamic topologies [113],
[114]. These networks are particularly challenging to secure due to the absence of a fixed infrastructure and the reliance
on peer-to-peer communication. Entanglement-based QKD can be used in mesh and ad-hoc networks to establish secure
communication channels between nodes [115], [116] as demonstrated in Figure 10. This can ensure that even if some
nodes are compromised, the overall network security remains intact. Quantum Secure Multi-Party Computation (SMPC)
techniques [117] allow multiple parties in a network to jointly compute a function over their inputs while keeping those
inputs private.
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Figure 10 Quantum cryptographic communication system

Quantum computing can enhance SMPC protocols, making them more efficient [118] and secure against both classical
and quantum attacks.

Quantum cryptography plays a crucial role in enhancing security in wireless mesh and ad-hoc networks, which are
inherently vulnerable to eavesdropping and attacks due to their decentralized and dynamic nature. By leveraging
principles like quantum key distribution (QKD), quantum cryptography ensures that cryptographic keys are exchanged
in a manner that is theoretically immune to interception. In QKD, any attempt to eavesdrop on the key exchange process
causes detectable disturbances in the quantum states, alerting the network to potential security breaches. This provides
alevel of security that is unattainable with classical cryptographic methods, making quantum cryptography an essential
tool for securing communications in wireless mesh and ad-hoc networks, where traditional security measures may fall
short. The applications include the following:

e Secure communication in tactical networks: Military and emergency response operations often rely on ad-hoc
wireless networks [119]. Quantum-enhanced security can protect these networks from interception and
disruption, ensuring reliable communication in critical situations [120], [121].

e  (Collaborative IoT systems: In collaborative IoT environments, where devices need to share information securely
[122], quantum-enhanced security can protect data privacy and ensure that collaborative computations are
performed securely [123].

3.6. Quantum machine learning for anomaly detection

Quantum machine learning (QML) combines quantum computing with machine learning techniques [124] to process
and analyze large datasets more efficiently than classical methods, as demonstrated in Figure 11. This anomaly
detection harnesses the power of quantum computing to identify unusual patterns or outliers in data more efficiently
than classical methods. By leveraging quantum algorithms like quantum support vector machines or quantum neural
networks, QML can process and analyze large datasets at much faster rates, exploring high-dimensional spaces more
effectively [125]-[129]. This enhanced computational capability enables the detection of subtle anomalies that might be
missed by traditional techniques, making QML particularly valuable in fields like cybersecurity, fraud detection, and
complex system monitoring, where identifying rare or unexpected events [130] is crucial for maintaining security and
stability. In the context of wireless network security, QML can be used to detect anomalies and potential security
breaches. Applications of quantum machine learning-based anomaly detection include the following:

o Intrusion detection: QML can be used to develop advanced intrusion detection systems (IDS) that can identify
unusual patterns of behavior in network traffic [131], which may indicate a security breach.

e  Fraud detection: In financial or e-commerce transactions conducted over wireless networks, QML can be
applied to detect fraudulent activities in real-time, reducing the risk of financial loss [132].
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Adaptive security mechanisms: QML algorithms can adapt to new types of attacks by learning from past incidents

[133], providing wireless networks with the ability to evolve their security measures in response to emerging
threats.

3.7. Quantum secure routing protocols

Routing in wireless networks, especially in mobile ad-hoc networks (MANETS), is a critical aspect of network
performance and security [134]. Quantum computing can be leveraged to develop secure routing protocols that are
resistant to quantum-based attacks [135]. The various approaches in this perspective include:

Quantum cryptography-based routing: Routing protocols can be enhanced using quantum cryptographic
techniques, ensuring that routing information is transmitted securely [136] and cannot be tampered with by
malicious nodes.

Quantum entanglement in routing decisions: Quantum entanglement can be used to establish secure, verifiable
connections between nodes in a network [137], ensuring that data is routed through trusted paths.

The applications of quantum secure routing protocols include the following domains.

Secure communications in MANETs: Quantum-secure routing can be critical in military and emergency
communications [138], where the integrity and confidentiality of routing information are paramount.
Resilient IoT networks: In loT networks with dynamic topologies, quantum-secure routing can ensure that data
is transmitted securely, even as network configurations change [139].

3.8. Quantum-enhanced jamming resistance

Wireless networks are susceptible to jamming attacks, where an adversary deliberately interferes with the
communication channels to disrupt network operations [140]-[142]. Quantum-enhanced techniques can be employed
to improve the resistance of wireless networks to such attacks. Its various approaches include:

Quantum signal processing: Quantum signal processing techniques can be used to detect and mitigate jamming
signals more effectively than classical methods, ensuring the continuity of communication in hostile
environments.

Quantum cryptographic techniques: These can be used to secure the control channels of wireless networks
[143], making it difficult for adversaries to target specific frequencies for jamming.
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Quantum-enhanced jamming resistance applications include the following:

o Military and defense communications: Quantum-enhanced jamming resistance is particularly valuable in
military applications [144], where secure and reliable communication is essential.

e  (ritical infrastructure protection: Protecting the communication channels of critical infrastructure (e.g., power
grids, transportation systems) from jamming is crucial [145], and quantum techniques can offer robust
solutions.

Quantum computing offers a range of powerful tools and techniques that can significantly enhance the security of
wireless networks [146]. From quantum key distribution and quantum-resistant cryptography to quantum-enhanced
anomaly detection and secure routing, these advancements provide a foundation for building more secure and resilient
wireless communication systems [147], [148]. As quantum technologies continue to mature, their integration into
wireless networks will become increasingly critical to safeguarding against both current and future threats, ensuring
the continued reliability and security of these essential communication infrastructures.

4. Dangers posed by quantum computing in wireless network security

Quantum computing, while promising groundbreaking advancements across various fields, poses significant dangers to
the security of wireless networks. These dangers stem primarily from the quantum computer's ability to solve complex
mathematical problems [149] that underlie the security mechanisms of current cryptographic systems. As quantum
computing matures, the integrity, confidentiality, and availability of wireless networks may be severely compromised
[150]-[155]. The sub-sections below explore these dangers in detail, outlining the potential threats and their
implications for wireless network security.

4.1. Breaking classical cryptographic algorithms

Public-key cryptographic systems, such as RSA (Rivest-Shamir-Adleman) and ECC (Elliptic Curve Cryptography), rely
on the difficulty of solving specific mathematical problems [155], like factoring large integers and computing discrete
logarithms. These problems are computationally infeasible to solve with classical computers within a reasonable
timeframe, forming the basis of the security for many wireless communication protocols.

e  Shor’s algorithm: Quantum computing poses a direct threat to these cryptographic systems through Shor’s
algorithm, which efficiently factors large integers and solves discrete logarithms in polynomial time [156]-
[159]. A sufficiently powerful quantum computer could, therefore, break RSA and ECC, rendering them
insecure.

The Implications for wireless networks security are as follows.

e Encryption compromise: Wireless networks widely use RSA and ECC for key exchange [160], digital signatures,
and encryption. If these algorithms are broken by quantum computers, adversaries could decrypt intercepted
wireless communications, leading to massive breaches of confidentiality [161].

e Authentication breach: Digital signatures, which rely on public-key cryptography, are used to authenticate users
and devices in wireless networks [162]-[164]. A quantum attack could forge signatures, enabling unauthorized
access to the network and potentially leading to widespread impersonation and data breaches [165].

e Data integrity attacks: Integrity checks in wireless networks are often secured using cryptographic hashes and
digital signatures [166], [167]. Quantum computers could tamper with these, altering data without detection,
which could be catastrophic in scenarios like financial transactions or command-and-control systems.

4.2. Quantum attacks on symmetric cryptography

Grover’s algorithm is a quantum algorithm that provides a quadratic speedup for searching unsorted databases [168].
Applied to symmetric key cryptography, it can reduce the effective key length of encryption algorithms by half. For
example, a 128-bit key used in AES (Advanced Encryption Standard) encryption, considered secure under classical
assumptions, could be reduced to an effective security level of 64 bits under a quantum attack, making it susceptible to
brute-force attacks by a quantum computer [169]-[171]. The implications for wireless networks security are as follows:

o Weakened encryption: Symmetric encryption is commonly used in wireless networks for securing data in transit

[172], such as in WPA2 and WPA3 protocols for Wi-Fi. A quantum attack reducing the effective key length could
make these protocols vulnerable to decryption [173], exposing sensitive data to interception and misuse.
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e FExacerbated security vulnerabilities: Many legacy systems and IoT devices use outdated encryption standards
with already minimal key lengths [174]-[177]. Quantum attacks could easily exploit these weaknesses, leading
to widespread security vulnerabilities in wireless ecosystems.

4.3. Threats to Quantum Key Distribution (QKD) systems

While QKD promises theoretically unbreakable encryption based on the principles of quantum mechanics, practical
implementations face challenges, such as imperfect photon sources, detector inefficiencies [178], and transmission
losses, which could be exploited by sophisticated quantum attacks. Even if the quantum aspect of QKD is secure, the
classical components (e.g., the transmission of classical data over a conventional channel) remain vulnerable to side-
channel attacks [179], where an adversary could extract sensitive information by observing these channels. The
implications for wireless networks security includes the following:

e OQOverconfidence in QKD: As organizations start deploying QKD in wireless networks, particularly in sensitive
applications like military or financial communications [180], over-reliance on its perceived invulnerability
could lead to neglect of potential side-channel vulnerabilities [181], creating openings for quantum-enhanced
adversaries to exploit.

e (Complexity and interoperability issues: The integration of QKD into existing wireless infrastructures can be
complex [182], leading to potential mis-configurations and interoperability issues that could introduce new
security risks.

4.4. Quantum-assisted eavesdropping

Quantum computers can process multiple possibilities simultaneously due to superposition, which could enhance an
adversary’s ability to eavesdrop on wireless communications more effectively than classical methods [183]. Figure 12
demonstrates how this attack can be executed. In addition, quantum signal processing techniques could allow
adversaries to extract useful information from noisy or encrypted wireless signals [184] that classical techniques cannot
decipher. The consequences of this include:
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Figure 12 Quantum-assisted eavesdropping

Basically, quantum-assisted eavesdropping involves the use of quantum technologies to intercept and decode
information from secure quantum communication channels [185], [186]. In theory, quantum eavesdropping could
exploit the vulnerabilities of quantum systems, such as errors in the implementation of quantum key distribution (QKD)
protocols [188], [189]. However, due to the principles of quantum mechanics, specifically the no-cloning theorem and
the fact that measurement of quantum states disturbs them, any attempt to eavesdrop typically alters the quantum
states involved, making detection of the intrusion likely. Thus, while quantum-assisted eavesdropping [190] presents
potential risks, the inherent properties of quantum communication also offer robust defenses against such threats.

e Interception of sensitive communications: Quantum-assisted eavesdropping could allow adversaries to intercept
and decode sensitive communications in wireless networks [191], including voice, video, and data
transmissions, compromising privacy and leading to the unauthorized disclosure of confidential information.

e Targeted attacks: In military or critical infrastructure contexts, quantum-assisted eavesdropping could be used
to gather intelligence on strategic communications [192], leading to targeted attacks and potentially
devastating consequences.
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4.5. Quantum-powered Denial of Service (DoS) attacks

Quantum computing could be used to launch more sophisticated and powerful DoS attacks by rapidly generating traffic
patterns that exhaust the resources of wireless networks, such as bandwidth, processing power, and memory [193],
[194]. Quantum algorithms could optimize the amplification of attack vectors, making it more difficult for wireless
networks to detect and mitigate DoS attacks in real time [195]. The implications for wireless networks are as follows:

e  Network disruption: Quantum-powered DoS attacks [196] could cripple wireless networks, leading to
significant service outages. In critical applications like healthcare (e.g., wireless medical devices) or emergency
services (e.g, communication networks used by first responders), this could have life-threatening
consequences [197].

e Economic impact: In commercial settings, prolonged or frequent DoS attacks on wireless networks could result
in substantial financial losses due to disrupted operations, loss of customer trust, and the costs associated with
restoring service and strengthening defenses [198].

4.6. Quantum-enhanced cryptanalysis

Beyond Shor’s and Grover’s algorithms, quantum computing may facilitate the development of new algorithms
specifically designed for cryptanalysis [199]. These algorithms could be used to discover weaknesses in existing
cryptographic protocols or even to develop new, more efficient attack methods [200]. In addition, even protocols that
are not directly broken by quantum computers might become vulnerable if quantum-enhanced cryptanalysis finds new
weaknesses in the mathematical structures underlying them. The implications include the following:

e Legacy systems at risk: Many wireless networks, especially those supporting legacy systems, use older
encryption protocols that may already have vulnerabilities [201], [202]. Quantum-enhanced cryptanalysis
could quickly uncover and exploit these weaknesses, leading to widespread breaches.

e Undermining of emerging standards: Newer wireless security standards, such as WPA3, could also be at risk if
quantum-enhanced cryptanalysis techniques discover weaknesses that were not anticipated during their
design [203], undermining the security of networks that adopt these standards.

4.7. Long-term data security threats

Adversaries might begin harvesting encrypted data transmitted over wireless networks today, with the intention of
decrypting it once quantum computers become powerful enough [204], [205]. Sensitive data, such as financial records,
personal communications, or government secrets, that is intercepted today could be decrypted in the future [206],
leading to breaches of confidentiality even years after the data was originally transmitted. The repercussion for wireless
networks security are as follows:

o Sensitive data exposure: Wireless networks that transmit long-term sensitive data, such as government
communications, intellectual property, or personal health information, are particularly at risk from this type of
attack [207], [208]. Once quantum computers are capable of breaking the encryption, previously secure data
could be exposed, leading to severe privacy and security breaches.

e Regulatory and compliance issues: Organizations may face regulatory and compliance challenges if it becomes
known that their past communications are now vulnerable due to quantum attacks [209], potentially resulting
in legal and financial repercussions.

4.8. Threats to emerging wireless technologies

As 5G networks are deployed, they introduce new security features and complexities [210]. However, these networks
also rely on public-key cryptography for securing communications, which quantum computing could compromise [211],
[212]. Future wireless technologies, such as 6G, are expected to integrate even more advanced features, such as Al-
driven network management and IoT ecosystems [213]. The potential quantum threats to the cryptographic algorithms
used in these networks could undermine their security foundations before they are fully realized. The implications are
as follows:

e Undermining network integrity: Quantum computing could threaten the integrity of the security protocols [214]
that are critical to the functioning of 5G and future networks, potentially leading to vulnerabilities that
adversaries could exploit to disrupt services or compromise data.
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o Increased attack surface: The advanced capabilities of 5G and beyond, such as network slicing and massive loT
connectivity, also increase the attack surface [215], [216]. Quantum threats could exploit these new attack
vectors, leading to more sophisticated and damaging attacks on wireless networks.

4.9. Economic and strategic risks

As organizations and governments attempt to mitigate quantum threats, the costs of upgrading infrastructure,
implementing quantum-resistant cryptography [217], and developing new security protocols could be substantial.
Nations or companies that fail to adapt to the quantum threat landscape may face significant competitive disadvantages,
both economically and in terms of national security. The strategic implications include the following:

e National security risks: Quantum computing poses a strategic risk to national security if adversaries gain the
ability to break encryption protecting military communications [218], government secrets, and critical
infrastructure.

e Global power shifts: Nations that achieve quantum supremacy (the ability to solve problems no classical
computer can) [219] may gain a significant strategic advantage, potentially leading to shifts in global power
dynamics and increased geopolitical tensions.

It is evident that the advent of quantum computing represents a double-edged sword for wireless network security.
While it holds the potential to revolutionize secure communications through quantum-enhanced protocols, it also poses
significant dangers that could undermine the very foundations of wireless network security as we know it. Breaking
classical cryptographic algorithms [220], enhancing eavesdropping capabilities, and enabling new forms of attacks are
just some of the risks posed by quantum computing. To mitigate these threats, it is crucial for the wireless network
security community to invest in the development of quantum-resistant cryptographic algorithms [221], enhance the
security of emerging wireless technologies, and remain vigilant about the evolving quantum threat landscape. Failure
to do so could lead to a future where the confidentiality, integrity, and availability of wireless communications are
severely compromised, with far-reaching consequences for both individuals and organizations.

5. Probable solutions

As quantum computing continues to advance, it is crucial to develop and implement strategies to mitigate the security
risks it poses to wireless networks. These solutions involve a combination of new cryptographic approaches,
enhancements to existing protocols, and forward-thinking strategies that anticipate the evolution of quantum
technology. The sub-sections below discuss these solutions extensively, covering both immediate actions and long-term
strategies to secure wireless networks against the quantum threat.

5.1. Quantum-resistant cryptography

Post-quantum cryptography refers to cryptographic algorithms designed to be secure against both classical and
quantum computers [222]. The goal is to develop algorithms that can replace current public-key cryptosystems (e.g.,
RSA, ECC) that are vulnerable to quantum attacks [223]. Key approaches include lattice-based cryptography, hash-based
cryptography, code-based cryptography, multivariate polynomial cryptography, and isogeny-based cryptography
[224], [225]. These algorithms rely on mathematical problems that are believed to be resistant to quantum attacks. The
implementations include the following:

e Upgrading encryption protocols: Wireless networks need to transition from classical cryptographic algorithms
to Post-Quantum Cryptography (PQC) algorithms [226]. This includes updating protocols like WPA3 and TLS
(Transport Layer Security) to incorporate quantum-resistant encryption methods.

e Standards development: Organizations such as the National Institute of Standards and Technology (NIST) are
working on standardizing PQC algorithms. Wireless network security protocols [227] should be updated to
comply with these emerging standards as they become available.

Some of the challenges and considerations include:

e Performance impact: PQC algorithms often have larger key sizes and higher computational requirements than
classical algorithms [228], [229]. Wireless networks, particularly in resource-constrained environments like
IoT, need to balance security with performance.

o Interoperability: Transitioning to PQC may introduce interoperability issues with legacy systems that still rely
on classical cryptography [230]. Ensuring smooth integration during the transition period is critical.
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5.2. Hybrid cryptographic systems

A practical approach during the transition to PQC is to use hybrid encryption schemes that combine classical and
quantum-resistant algorithms [231]. This dual-layer security approach provides immediate protection against classical
attacks while preparing for future quantum threats. Hybrid systems allow wireless networks to gradually transition to
PQC without disrupting existing infrastructure [232]. As PQC standards mature, the reliance on classical cryptography
can be reduced or eliminated. The applications in wireless networks include the following:

e Secure key exchange: In hybrid systems, key exchange protocols [233] could use both classical and PQC
algorithms to ensure that even if one algorithm is compromised, the other provides a fallback layer of security.

o Digital signatures: Hybrid digital signature schemes can be implemented where messages are signed with both
classical and quantum-resistant signatures [234], ensuring authenticity even if one method is broken by
quantum computing.

However, the following considerations need to be taken:

o Complexity: Hybrid cryptographic systems are more complex to design and implement [235], requiring careful
consideration of how different algorithms interact and how to manage key distribution and verification
processes.

e Performance overheads: The use of two cryptographic methods in tandem may lead to performance overheads
[236], particularly in wireless networks with limited bandwidth or processing power.

5.3. Quantum Key Distribution (QKD) integration

Quantum key distribution leverages the principles of quantum mechanics to enable two parties to share a secret key
securely [237]. Any attempt to eavesdrop on the key exchange process disturbs the quantum states of the particles,
alerting the communicating parties to the presence of an interceptor [238]. The most well-known QKD protocol is BB84,
but there are several others, including E91, B92, and continuous-variable QKD. These protocols differ in how they
encode and transmit quantum information. The probable applications in wireless networks are as follows:

e Secure channel establishment: QKD can be used to establish secure communication channels [239] in wireless
networks, particularly in high-security environments such as military communications, financial transactions,
and critical infrastructure control systems.

e Authentication and integrity: In addition to key distribution, QKD can be integrated with classical cryptographic
techniques to enhance the authentication and integrity of data transmitted over wireless networks [240].

Some of the challenges and considerations include:

o Infrastructure requirements: QKD requires specialized quantum communication infrastructure, such as
quantum repeaters and entangled photon sources [241], which may be challenging to deploy in existing
wireless networks.

e Distance and mobility limitations: Current QKD implementations are limited in terms of distance and mobility
[242], making them more suitable for fixed infrastructure networks than for highly mobile or geographically
dispersed wireless networks.

5.4. Enhanced key management strategies

Regularly rotating cryptographic keys can reduce the risk of long-term data exposure [243], [244]. If an encryption key
is compromised by a quantum attack, only the data protected by that specific key would be at risk. Frequent key rotation
minimizes the impact. In addition, forward secrecy can ensure that even if a long-term key is compromised, past
communication sessions remain secure [245]. This is particularly important for wireless networks where sensitive data
is often transmitted in real-time. The applications in wireless networks include:

e Dynamic key management: Wireless networks, especially those with mobile or IoT devices, should implement
dynamic key management systems [246] that can adapt to changing network conditions and threats.

e Secure key distribution: Implementing secure, quantum-resistant key distribution mechanisms is essential for
maintaining the security of wireless communications [247], [248]. This includes the use of PQC algorithms for
key exchange and the integration of QKD where feasible.
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However, the following issues need to be put into considerations:

e  Scalability: Effective key management in large-scale wireless networks requires scalable solutions that can
handle the complexity of key distribution, rotation, and renewal across numerous devices and nodes [249].

e Resource constraints: Many wireless devices, particularly IoT devices, have limited processing power and
memory, which can make advanced key management strategies challenging to implement [250, [251].

5.5. Quantum-resistant protocol design

Wireless networks will need new communication protocols specifically designed to be quantum-resistant [252]. This
involves rethinking how data is encrypted, transmitted, and authenticated in a quantum computing environment. Figure
13 gives an illustration of the quantum-resistant transport layer security. Existing protocols should be hardened against
quantum attacks [253]. This could involve increasing key sizes, adopting PQC algorithms, and incorporating quantum-
safe primitives into protocol designs.
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Figure 13 Quantum-resistant transport layer security

Quantum-resistant Transport Layer Security (TLS) is an adaptation of the standard TLS protocol designed to secure
communications against potential threats posed by quantum computers [254]. Traditional TLS relies on cryptographic
algorithms that could be compromised by quantum computing advancements, such as RSA and ECC, which are
vulnerable to Shor's algorithm [255], [256]. Quantum-resistant TLS incorporates post-quantum cryptographic
algorithms, like lattice-based or hash-based schemes, to provide encryption and authentication mechanisms that are
believed to be secure against quantum attacks. By integrating these quantum-resistant algorithms, TLS aims to future-
proof secure data transmission [257], ensuring that sensitive information remains protected even as quantum
computing technology evolves.

The applications in wireless networks security include:

o WPA3 enhancements: While WPA3 is currently the standard for securing Wi-Fi networks [258], future versions
should incorporate quantum-resistant elements, such as PQC-based key exchange and digital signatures.

e [oT protocols: Protocols like MQTT (Message Queuing Telemetry Transport) [259] and CoAP (Constrained
Application Protocol) [260], used in [oT environments, should be updated to include quantum-resistant
security features to protect the vast number of connected devices.

However, the following issues need to be considered:

e  Backward compatibility: Ensuring that quantum-resistant protocols remain compatible with existing devices
and systems is crucial for a smooth transition [261], [262]. This may involve supporting both classical and
quantum-resistant modes of operation during the transition period.

e Standardization: The development of quantum-resistant protocols should align with emerging standards to
ensure widespread adoption and interoperability across different wireless network environments [263].
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5.6. Quantum-resistant anomaly detection

Wireless networks should incorporate quantum-resistant algorithms into their anomaly detection systems to detect
and mitigate threats that might exploit quantum computing capabilities. In addition, machine learning algorithms [264]
that can analyze large volumes of data in real-time, looking for patterns indicative of quantum-enhanced attacks, should
be integrated into network monitoring tools. The applications in wireless networks are as follows:

e Intrusion Detection Systems (IDS): 1IDS in wireless networks should be updated to detect the unique signatures
of quantum-assisted attacks [265], such as those that might target cryptographic weaknesses or exploit newly
discovered vulnerabilities.

e  Real-time monitoring: Continuous, real-time monitoring of wireless network traffic using quantum-resistant
anomaly detection algorithms can help identify and respond to threats more effectively [266].

This requires special emphasis on the following issues:

e  False positives: Advanced anomaly detection systems must be carefully tuned to avoid generating false positives
[267], which can lead to unnecessary disruptions and increased operational costs.

e Integration with existing tools: Quantum-resistant anomaly detection systems should be integrated with
existing security tools and protocols to provide a comprehensive defense strategy [268].

5.7. Secure software and firmware updates

Wireless devices should implement secure boot processes that verify the integrity and authenticity of the firmware
using quantum-resistant cryptographic methods [269]. In addition, software and firmware updates should be signed
using PQC-based digital signatures to ensure they have not been tampered with during transmission or installation.
Figure 14 gives an illustration of the secure firmware update process. The rationale behind secure software and
firmware updates is to protect systems from vulnerabilities and potential cyber threats that could arise from outdated
or compromised code.
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Figure 14 Secure firmware update process

As software and firmware are critical components of devices and systems, they must be kept up-to-date to address
security flaws, enhance functionality, and improve performance. However, the update process itself can be a target for
attacks, such as man-in-the-middle attacks, where malicious actors could inject harmful code. Secure update
mechanisms ensure that updates are authenticated and transmitted safely, often using encryption and digital
signatures, to verify the integrity and authenticity of the update source. This prevents unauthorized modifications and
ensures that only trusted updates are installed, thereby safeguarding the system from potential breaches and
maintaining the overall security posture.
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The probable applications include the following:

e [oT device security: Many loT devices are deployed in wireless networks with limited security measures [270].
Ensuring that these devices can receive and verify quantum-safe updates is critical for maintaining network
security.

e Router and access point security: Wireless routers and access points should support quantum-resistant
firmware updates to protect against quantum-assisted attacks that could compromise network infrastructure
[271],[272].

However, the considerations must be made:

e Legacy device support: Ensuring that legacy devices can receive quantum-safe updates may require developing
specialized update mechanisms [273] or gradually phasing out support for older, less secure devices.

e Update distribution: Efficiently distributing updates across large wireless networks, particularly in
environments with many low-power or intermittent-connectivity devices [274], is a logistical challenge that
must be addressed.

The dangers posed by quantum computing to wireless network security are significant, but they can be mitigated
through a combination of quantum-resistant cryptographic techniques [275], enhanced security protocols [276], and
proactive key management strategies. By investing in research, adopting emerging standards, and educating
stakeholders, we can build wireless networks that are resilient to quantum threats, ensuring the continued security and
reliability of wireless communications in the quantum era [277], [278]. The transition to quantum-resistant security
will be a complex and ongoing process, requiring collaboration across multiple sectors and disciplines. However, by
taking proactive steps now, we can protect wireless networks from the potentially devastating impacts of quantum
computing, safeguarding critical data and communications for the future.

6. Conclusions

The rapid advancements in quantum computing present both unprecedented opportunities and significant challenges
for wireless network security. As quantum technology matures, it has the potential to fundamentally transform the
landscape of secure communications. On one hand, quantum computing can enhance security through innovations like
Quantum Key Distribution (QKD) and quantum-resistant cryptography, promising stronger protections against future
threats. On the other hand, the same technology threatens to render many of today's widely-used cryptographic
methods obsolete, posing a serious risk to the confidentiality, integrity, and availability of wireless networks. This
survey has explored the dual nature of quantum computing's impact on wireless network security, examining both the
potential benefits and the grave dangers it introduces. We've discussed how current wireless security protocols are
vulnerable to quantum attacks, particularly those based on public-key cryptography, and the urgent need to develop
quantum-resistant solutions. Furthermore, we have explored a range of strategies and technologies that can be adopted
to mitigate these risks, including the development of post-quantum cryptography, hybrid cryptographic systems,
quantum key distribution, and enhanced key management protocols. The transition to quantum-resistant wireless
networks is a complex and long-term process that requires a coordinated effort from researchers, industry leaders, and
policymakers. While the challenges are significant, the development of quantum-safe technologies and protocols is
critical to maintaining secure wireless communications in the quantum era. As we move forward, it is essential to
continue investing in research, developing robust standards, and fostering collaboration across the global community
to ensure that wireless networks remain secure against the evolving quantum threat landscape. Evidently, while
quantum computing poses substantial risks to wireless network security, it also offers the tools to build a more secure
future. By proactively addressing these challenges and embracing the opportunities presented by quantum
technologies, we can safeguard the integrity of wireless communications and protect critical information from the
quantum threats of tomorrow.
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