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Abstract 

Vehicular Sensor Networks (VSNs) have emerged as a cornerstone in advancing intelligent transportation systems, 
enabling seamless communication between vehicles and infrastructure to enhance road safety, traffic management, and 
driving efficiency. However, the dynamic topology, high mobility, and stringent latency requirements of VSNs introduce 
unique challenges in ensuring robust security and optimal performance. This review paper provides a comprehensive 
analysis of recent advancements in security mechanisms and performance optimization techniques tailored for VSNs. 
It examines threats such as unauthorized access, data tampering, denial-of-service attacks, and privacy breaches while 
discussing state-of-the-art cryptographic methods, authentication protocols, and intrusion detection systems to 
mitigate these risks. Additionally, the paper explores performance-enhancing strategies, including efficient routing 
protocols, congestion control algorithms, and resource management frameworks. A critical evaluation of trade-offs 
between security and performance is also presented, highlighting the need for integrated solutions that balance these 
aspects in resource-constrained VSN environments. By synthesizing recent research findings and identifying current 
limitations, this review aims to guide future research toward developing resilient, efficient, and scalable vehicular 
sensor networks.  
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1. Introduction

The rapid advancement of intelligent transportation systems (ITS) has led to the widespread adoption of Vehicular 
Sensor Networks (VSNs), which enable seamless communication among vehicles, roadside infrastructure, and other 
network entities [1], [2]. A typical ITS is shown in Figure 1 below. By integrating sensors, communication technologies, 
and data analytics, VSNs have transformed modern transportation systems, enhancing road safety, traffic efficiency, and 
environmental sustainability [3]-[5]. These networks play a critical role in applications such as collision avoidance, 
traffic flow optimization, and autonomous driving, where real-time data sharing and processing are imperative. 
However, the unique characteristics of VSNs, including high mobility, dynamic topology, and heterogeneous 
communication protocols [6], introduce significant challenges in ensuring secure and high-performing network 
operations. 

Security is a fundamental concern in VSNs due to the sensitivity of the data exchanged and the potential for malicious 
attacks, such as eavesdropping, data tampering, denial-of-service (DoS) attacks, and unauthorized access [7], [8]. 
Ensuring confidentiality, integrity, availability, and authenticity in such a dynamic environment requires robust 
cryptographic techniques, secure authentication protocols, and real-time intrusion detection mechanisms [9]-[11]. At 
the same time, the performance of VSNs is equally critical, as applications demand ultra-low latency, high throughput, 
and reliability to ensure seamless functioning in real-world scenarios [12], [13]. Achieving these performance metrics 
requires innovative solutions for efficient routing, congestion control, and resource management. 
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The interplay between security and performance in VSNs adds complexity to designing effective solutions. Enhancing 
security mechanisms often comes at the cost of increased computational overhead, potentially degrading network 
performance [14]-[16]. Conversely, performance-optimized systems may introduce vulnerabilities by prioritizing 
speed over security [17]. As a result, there is a growing need for integrated approaches that balance these trade-offs 
and address the multifaceted requirements of VSNs. 

 

Figure 1 Intelligent transportation system 

This review paper aims to provide a comprehensive analysis of the current advancements in security and performance 
enhancements for VSNs. By synthesizing existing research, this work identifies key challenges, evaluates state-of-the-
art solutions, and highlights potential areas for future exploration. The paper is structured to discuss the primary 
security threats and mitigation strategies, followed by an examination of performance optimization techniques and 
their impact on VSN operations. Finally, a critical evaluation of the trade-offs between security and performance is 
presented to guide future research efforts toward building resilient and efficient VSNs. 

2. Vehicular Sensor Network architecture 

The architecture of a vehicular sensor network is a multilayered framework designed to support communication, 
sensing, and computation across diverse network components to enable intelligent transportation systems [18], [19]. 
As demonstrated in Figure 2, at its core, VSNs comprise three main entities: vehicles, roadside infrastructure, and 
backend servers, all interconnected through various communication technologies. Vehicles are equipped with sensors, 
on-board units (OBUs), and GPS devices that gather real-time data about the vehicle's speed, location, and surrounding 
environment [20]. These OBUs facilitate vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication, 
creating the foundation for cooperative driving and safety applications [21]. 

Roadside infrastructure, such as Roadside Units (RSUs), plays a pivotal role in extending the network's coverage and 
enhancing communication reliability [22]. RSUs act as intermediaries between vehicles and backend servers, enabling 
vehicle-to-roadside (V2R) and vehicle-to-cloud (V2C) interactions [23]. These units also facilitate access to critical 
services, including traffic signal management, dynamic traffic updates, and emergency response coordination [24]. 
Backend servers, typically hosted in data centers or cloud environments, aggregate and process the vast amount of data 
generated within the VSN [25]. They perform tasks such as advanced analytics, long-term storage, and decision-making 
to optimize overall system performance. 

The communication framework within VSNs is often categorized into three layers: perception, network, and application. 
The perception layer is responsible for collecting data through on-board sensors and external sources, ensuring 
accurate and timely information flow. The network layer handles data transmission [26], employing various 
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communication protocols such as Dedicated Short-Range Communication (DSRC), cellular networks (e.g., 5G), and Wi-
Fi [27], [28]. This layer also manages routing, mobility, and quality-of-service (QoS) requirements. The application layer 
hosts the intelligent transportation applications, including collision avoidance, autonomous driving, and real-time 
navigation [28], by utilizing the data processed from the lower layers. 

 

Figure 2 Vehicular Sensor Network architecture 

A key feature of VSN architecture is its reliance on heterogeneous communication technologies [29] and protocols to 
meet the dynamic and diverse demands of vehicular environments. For instance, DSRC provides low-latency 
communication for safety-critical applications, while cellular networks offer higher bandwidth for infotainment and 
cloud-based services [30]. The architecture is also designed to support scalability and interoperability, ensuring 
seamless integration across different manufacturers, regions, and standards. The robustness and efficiency of the VSN 
architecture are critical for achieving the high levels of safety [31], performance, and reliability required in modern 
transportation systems. 

3. Security issues in Vehicular Sensor Networks 

Vehicular sensor networks face numerous security challenges due to their dynamic nature, high mobility, and reliance 
on wireless communication [32], [33]. The integrity, confidentiality, availability, and authenticity of data exchanged 
within these networks are critical to ensuring safe and reliable operations. However, various security vulnerabilities 
and threats can compromise these objectives, putting the effectiveness of VSNs at risk [34], [35]. Below is an extensive 
description of the major security issues encountered in VSNs: 

3.1. Authentication and identity management 

Authentication and identity management are critical components of vehicular sensor networks to ensure that only 
legitimate entities, such as vehicles, roadside units, and backend servers, participate in network activities [36], [37]. As 
shown in Figure 3, authentication verifies the identity of a communicating entity, preventing unauthorized access and 
protecting the network from impersonation attacks like identity spoofing. Identity management involves maintaining 
and verifying unique identifiers for each participant while ensuring scalability and efficiency in dynamic vehicular 
environments [38], [39]. Given the high mobility and real-time requirements of VSNs, traditional authentication 
mechanisms may not be suitable, necessitating lightweight and fast protocols [40], [41]. Additionally, privacy concerns 
must be addressed by incorporating techniques such as pseudonyms and anonymous authentication to protect user 
data while maintaining accountability [42]. Balancing security, performance, and privacy remains a significant challenge 
in designing robust authentication and identity management systems for VSNs. 
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Ensuring that only authorized entities can participate in the network is a fundamental requirement. In VSNs, vehicles 
and infrastructure need to authenticate themselves to each other to prevent unauthorized access [43].  

 

Figure 3 Authentication in VSNs 

However, due to the high mobility of vehicles and the need for low-latency communication, achieving efficient and 
scalable authentication remains challenging [44]. Issues such as identity spoofing, where attackers impersonate 
legitimate entities, can lead to false data dissemination and compromise network trustworthiness.  

3.2. Data confidentiality and privacy 

Data confidentiality and privacy are fundamental to ensuring secure and trustworthy communication in vehicular 
sensor networks [45]. Confidentiality safeguards sensitive information, such as location, speed, and user identities, from 
being accessed or intercepted by unauthorized entities, typically through encryption techniques [46], [47]. Privacy 
focuses on protecting user-related data from exposure or misuse, ensuring that personal information cannot be traced 
back to individuals or misappropriated [48]. Figure 4 demonstrates a typical secure data sharing over VSNs. However, 
achieving these goals in VSNs is challenging due to the dynamic topology, real-time data exchange, and resource 
constraints of the network. Privacy-preserving mechanisms, such as pseudonym-based schemes and group signatures, 
are often used to anonymize data without compromising its utility [49]-[51]. Striking a balance between robust 
confidentiality measures and the computational efficiency required for high-speed vehicular communications is 
essential to maintaining secure and private VSN operations. 

 

Figure 4 Secure data sharing over VSNs 
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The sensitive nature of vehicular data, such as location, driving behavior, and personal information, makes 
confidentiality and privacy paramount. Attackers can eavesdrop on communication channels to intercept private data, 
leading to breaches of user privacy [52], [53]. Ensuring data confidentiality often requires robust encryption techniques, 
but the computational overhead of these methods can strain resource-constrained devices in VSNs. Privacy-preserving 
schemes must also address issues such as anonymity and unlinkability without compromising functionality or security. 

3.3. Data integrity and authenticity 

Data integrity and authenticity are vital for the reliable operation of vehicular sensor networks, ensuring that the 
transmitted data is accurate, unaltered, and originates from a legitimate source [54]. As shown in Figure 5, integrity 
protects the data from unauthorized modifications during transmission, while authenticity verifies the identity of the 
sender, preventing malicious entities from injecting false information into the network [55], ][56]. These aspects are 
crucial in scenarios like traffic management and collision avoidance, where incorrect or tampered data can lead to 
severe consequences. Techniques such as message authentication codes (MACs), digital signatures, and cryptographic 
hashing are commonly employed to uphold integrity and authenticity [57], [58]. However, these methods must be 
lightweight and efficient to meet the low-latency and high-speed requirements of VSNs. Balancing these measures with 
network performance is a critical challenge in designing secure vehicular communication systems. 

 

Figure 5 Data integrity and authenticity in VSNs 

According to [59], data integrity ensures that information is not altered during transmission, while authenticity verifies 
that the source of the data is legitimate. In VSNs, attackers may tamper with transmitted data, such as altering traffic or 
location information, to mislead other vehicles or infrastructure [60]. This can result in traffic accidents, congestion, or 
denial of critical services. Message authentication codes and digital signatures are commonly employed to protect 
against these threats, but they must be lightweight to meet real-time requirements. 

3.4. Denial-of-Service (DoS) attacks 

DoS attacks aim to overwhelm the network or specific nodes, rendering them unavailable for legitimate use [61]. In 
VSNs, attackers can flood communication channels with excessive messages, jam wireless signals, or target specific 
components like roadside units [62]. This can disrupt critical services such as traffic management and emergency 
response, posing serious safety risks. The highly dynamic topology of VSNs exacerbates the challenge of detecting and 
mitigating DoS attacks effectively [63]. As demonstrated in Figure 6, Denial-of-service attacks in vehicular sensor 
networks aim to disrupt normal network operations by overwhelming resources, such as communication channels, 
roadside units, or onboard units, with excessive or malicious traffic [64]. These attacks can block critical safety 
messages, delay real-time data exchange [65], and render essential services like traffic management or emergency 
response unavailable, posing significant risks to road safety. DoS attacks can take various forms, including jamming 
wireless signals, flooding the network with bogus requests, or exploiting protocol vulnerabilities to cause resource 
exhaustion [66]. The dynamic and distributed nature of VSNs makes detecting and mitigating DoS attacks particularly 
challenging [67].  
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Figure 6 Denial-of-service attack 

Effective countermeasures, such as intrusion detection systems, rate-limiting techniques, and adaptive resource 
allocation, are essential to ensure the network remains resilient and reliable under such threats. 

3.5. Sybil attacks 

In a Sybil attack, a malicious node generates multiple fake identities to manipulate the network [68]. In VSNs, this can 
lead to misleading decisions based on false traffic or safety information. For instance, an attacker might simulate a traffic 
jam to redirect vehicles to alternate routes, creating real congestion or enabling other malicious activities [69], [70]. 
Sybil attacks are particularly dangerous in VSNs because they undermine trust in the network and can cause widespread 
disruption [71].  As demonstrated in Figure 7, Sybil attacks in Vehicular Sensor Networks (VSNs) occur when a malicious 
entity creates multiple fake identities, or "Sybil nodes," to manipulate the network's operations.  

 

Figure 7 5. Sybil attack 

These attacks can disrupt critical VSN functionalities, such as traffic management, route optimization, and collision 
avoidance, by disseminating false or misleading information. As explained in [72], Sybil attacks undermine trust in the 
network, as they exploit the assumption that each entity in the network corresponds to a single legitimate participant. 
Detecting and preventing these attacks is challenging due to the mobility and scalability of VSNs. Countermeasures, such 
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as identity verification, cryptographic techniques [73], and reputation-based systems, are employed to limit the 
effectiveness of Sybil attacks, ensuring the integrity and reliability of vehicular communications. 

3.6. Location-based attacks 

These exploit the reliance on accurate location information to disrupt network operations and mislead participants [74]. 
As shown in Figure 8, these attacks involve techniques such as location spoofing, where an attacker manipulates or 
falsifies location data to deceive other vehicles or infrastructure [75]. This can result in various harmful outcomes, such 
as traffic rerouting into unsafe areas, false accident reports, or interference with navigation systems. For example, an 
attacker could create a virtual traffic congestion scenario, prompting vehicles to avoid the area and overburden 
alternate routes [76]. The dynamic nature and high mobility of VSNs make it challenging to detect and mitigate these 
attacks effectively [77]. Countermeasures include cryptographic location verification, cross-referencing location data 
with trusted sources, and leveraging collaborative mechanisms among vehicles to identify inconsistencies and validate 
location accuracy [78]. 

 

Figure 8 Location-based attack 

As discussed in [79], VSNs rely heavily on accurate location information for functionalities such as navigation and 
collision avoidance. Attackers can exploit this dependency through location spoofing, where they send false location 
data to mislead other vehicles or infrastructure [80]. This can lead to accidents, incorrect traffic reports, or the rerouting 
of vehicles into dangerous areas. Detecting and mitigating location-based attacks require advanced verification 
mechanisms and context-aware systems. 

3.7. Malware and software exploits 

Malware and software exploits pose significant security threats in vehicular sensor networks, as they can compromise 
the functionality and safety of connected vehicles and infrastructure [81]. Malicious software, such as viruses, worms, 
or ransomware, can infect on-board units, roadside units, or backend servers, potentially gaining control over critical 
systems like vehicle control, navigation, or communication protocols [82]. Exploits target vulnerabilities in the software, 
firmware, or network protocols, allowing attackers to manipulate or hijack the system for malicious purposes, such as 
intercepting or altering data, disrupting communication, or even causing physical harm by overriding vehicle controls 
[83], [84]. Given the reliance of VSNs on complex, interconnected systems and real-time operations, detecting and 
preventing such attacks requires continuous monitoring, regular software updates, and the implementation of intrusion 
detection systems. Ensuring robust security measures, including secure booting, sandboxing, and patch management 
[85], is essential to defend against malware and software vulnerabilities in VSNs. 
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Figure 9 Malware and software exploits 

As explained in [86], vehicles in a VSN often rely on embedded software and connected systems, making them 
susceptible to malware infections and software exploits. Attackers can exploit vulnerabilities in vehicle firmware or 
network protocols to gain unauthorized control over critical systems such as brakes, acceleration, or steering [87]. 
These attacks, often referred to as "vehicular hacking," pose severe safety threats to drivers and passengers. 

3.8. Key management challenges 

Key management in vehicular sensor networks presents several challenges due to the dynamic and resource-
constrained nature of these networks [88]. Figure 9 gives a depiction of a key management scenario in VSNs. Secure 
communication in VSNs relies heavily on cryptographic keys for encryption, authentication, and data integrity [89], but 
managing these keys across a large number of highly mobile and frequently changing entities—such as vehicles, 
roadside units, and backend servers—becomes complex. Key distribution, storage, revocation, and renewal must be 
performed efficiently and securely to prevent unauthorized access or misuse [90].  

 

Figure 10 Key management in VSNs 

Additionally, the ephemeral nature of vehicle connections and the potential for node churn (vehicles entering or leaving 
the network) further complicates key management. Balancing the need for robust security with the limited 
computational resources of the devices in VSNs requires lightweight, scalable, and adaptive key management protocols 
[91]. Moreover, the loss or compromise of cryptographic keys can lead to significant security vulnerabilities, making it 
crucial to implement mechanisms for key recovery and revocation without causing disruptions to network operations 
[92]. Secure communication in VSNs typically relies on cryptographic keys for encryption and authentication [93]. 
However, the dynamic and large-scale nature of VSNs complicates key distribution, storage, and revocation. Ensuring 
secure and efficient key management is challenging, particularly in scenarios where vehicles frequently join or leave the 
network. Additionally, the loss or compromise of cryptographic keys can severely impact network security. 



GSC Advanced Research and Reviews, 2024, 21(03), 074–107 

82 

3.9. Physical security threats 

Physical security threats in vehicular sensor networks involve direct attacks on the hardware components of vehicles 
or roadside infrastructure, which can compromise the entire system’s security [94]. These threats include tampering 
with on-board units, roadside units, or sensors to extract sensitive information, inject malicious code, or disrupt 
communications [95]. For example, an attacker with physical access to a vehicle's OBU could manipulate its data, such 
as location or speed, or install malware to gain unauthorized control over the vehicle’s functions [96]. Similarly, physical 
attacks on RSUs could disable critical communication links or alter traffic management signals, leading to unsafe driving 
conditions [97]. Given that VSNs are often deployed in public or semi-public spaces, securing these physical components 
is essential to prevent unauthorized access  [98] and ensure the overall integrity of the network. As shown in Figure 10, 
countermeasures, such as tamper-proof hardware, secure booting, and physical access controls, are necessary to protect 
against these vulnerabilities. 

 

Figure 11 Remedies for physical security threats 

According to [90], physical access to vehicles or roadside units can allow attackers to tamper with hardware, extract 
sensitive information, or inject malicious code. For instance, an attacker with physical access to an OBU or RSU could 
compromise the device and use it as a launch point for further attacks. Physical security measures, such as tamper-proof 
hardware and secure boot mechanisms, are necessary to counter these threats. 

3.10. Insider attacks 

These attacks occur when a trusted entity within the network, such as a legitimate vehicle, roadside unit (RSU), or 
network administrator, intentionally or unintentionally undermines the security of the system [100]. Insider attacks 
can be particularly dangerous because the insider already has authorized access to the network, making it difficult to 
detect malicious behavior [101]. As demonstrated in Figure 11, an insider may inject false information, manipulate data, 
or disrupt critical communication services, such as altering traffic flow data, providing inaccurate location information, 
or disabling key network components [102]. Since insiders can bypass certain security mechanisms, detecting and 
mitigating these attacks requires advanced monitoring systems, anomaly detection algorithms [103], and behavior-
based security models that can identify deviations from normal operations. The challenge in defending against insider 
attacks lies in balancing trust while ensuring that the network remains secure from both external and internal threats. 
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Figure 12 Insider threats 

As explained in [104], insider attacks occur when a legitimate participant in the network behaves maliciously, either 
intentionally or due to compromise. For example, a vehicle may disseminate false information, or an RSU may be 
manipulated to favor specific entities [105]. Insider attacks are particularly difficult to detect and mitigate, as the 
malicious entity possesses valid credentials and may behave unpredictably. 

3.11. Scalability and real-time constraints 

Scalability and real-time constraints are critical challenges in vehicular sensor networks [106], as these networks must 
handle a large number of dynamic and mobile nodes while ensuring timely data exchange. VSNs are expected to support 
a growing number of vehicles and infrastructure elements across vast geographical areas, which demands scalable 
solutions for communication, data processing, and security [107]. As the network size increases, ensuring efficient 
resource management [108], routing, and data storage becomes more complex. At the same time, VSNs must meet 
stringent real-time requirements, such as low-latency communication for safety-critical applications like collision 
avoidance or traffic control [109]. Balancing the need for scalability with the imperative of real-time responsiveness 
often requires sophisticated algorithms and protocols that can adapt to fluctuating network conditions without 
sacrificing performance. Moreover, maintaining low overhead while scaling up to accommodate a large number of 
vehicles without compromising the timeliness of data delivery is a significant design challenge for VSNs [110]. The 
growing number of connected vehicles and devices in VSNs necessitates scalable security solutions [111]. Traditional 
methods may not scale effectively while maintaining real-time performance, especially under high mobility and dense 
traffic conditions. The need to balance security with performance adds complexity to designing effective 
countermeasures. 

3.12. Trust management 

Trust management in vehicular sensor networks deals with establishing and maintaining trust between network 
participants, such as vehicles, roadside units, and backend servers, to ensure secure and reliable communication [112], 
[113]. Given the decentralized and dynamic nature of VSNs, where vehicles frequently enter and exit the network, it 
becomes crucial to verify the reliability and authenticity of each entity to prevent malicious actors from manipulating 
network operations [114]. Figure 12 gives a depiction of how trust management can be upheld in VSNs. According to 
[115], trust management systems use reputation-based models, behavior analysis, and cryptographic techniques to 
evaluate the trustworthiness of participants based on their actions, such as adhering to communication protocols or 
providing accurate data. 
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Figure 13 Trust management in vehicular sensor networks 

These systems help detect and mitigate attacks like Sybil or insider threats, ensuring that only trusted nodes can 
influence network decisions. The challenge in trust management lies in balancing the need for robust security with the 
computational constraints of VSNs [116], while adapting to the high mobility and changing conditions of the vehicular 
environment. 

4. Performance challenges in Vehicular Sensor Networks 

Vehicular sensor networks are designed to enable communication and data exchange between vehicles, infrastructure, 
and other entities in intelligent transportation systems [117], [118]. While the potential benefits of VSNs are immense, 
there are numerous performance challenges that must be addressed to ensure their efficiency, reliability, and scalability 
in real-world applications [119]. These challenges stem from the unique characteristics of VSNs, including high mobility, 
dynamic topology, and diverse communication requirements, making it difficult to design systems that can meet 
stringent performance demands across a wide range of scenarios. 

4.1. High mobility and dynamic topology 

One of the most significant performance challenges in VSNs arises from the high mobility of vehicles and the resulting 
dynamic topology of the network [120]. Vehicles are constantly moving, which leads to frequent changes in network 
structure, link availability, and routing paths [121]. This can cause delays in data transmission, packet loss, and 
difficulties in maintaining stable connections [122]. Traditional routing algorithms, which are designed for static or low-
mobility environments, often struggle to perform optimally in VSNs [123]. The network must adapt quickly to these 
changes while ensuring low-latency and high-throughput communication, particularly in critical safety applications 
such as collision avoidance and traffic management. 

4.2. Real-time communication and low latency 

Many applications in VSNs, such as safety-critical services (e.g., collision avoidance, emergency vehicle prioritization, 
and real-time traffic updates), require real-time communication with very low latency [124], [125]. This means that 
data must be transmitted and processed in near-instantaneous time to be actionable. Achieving this level of 
performance is challenging due to the limitations in available bandwidth, the unpredictability of wireless channels, and 
the need for fast decision-making. Furthermore, the varying communication distances between vehicles and roadside 
infrastructure, coupled with signal interference and congestion, can lead to delays in data transmission [126], which 
compromises the effectiveness of real-time services. 

4.3. Scalability 

As the number of connected vehicles and infrastructure elements increases, scalability becomes a critical concern for 
VSNs. A growing number of vehicles can lead to network congestion, where too many devices try to communicate over 
the same frequency channels or within limited bandwidth [127], resulting in delays, packet collisions, and network 
instability. Additionally, the sheer volume of data generated by VSNs (e.g., traffic information, sensor data, vehicle 
telemetry) can overwhelm existing processing and storage infrastructure if not handled efficiently [128], [129]. 
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Scalability issues are further exacerbated by the need to support seamless communication between heterogeneous 
devices, including different vehicle models, road sensors, and infrastructure components, each with varying capabilities 
and communication protocols [130], [131]. Designing routing and data aggregation protocols that can handle a high 
density of vehicles while maintaining efficient resource utilization is a complex but necessary task. 

4.4. Resource constraints 

Vehicles and roadside units in VSNs are typically equipped with embedded systems with limited computational power, 
storage, and energy resources [132], [133]. This poses significant challenges in terms of performance optimization, as 
security mechanisms (such as encryption and authentication), routing protocols, and data processing techniques can be 
resource-intensive [134]. Optimizing these mechanisms to function within the resource constraints of these devices is 
critical to maintaining overall system performance. For instance, computationally expensive cryptographic operations 
can introduce delays, and inefficient routing algorithms can consume excessive power, reducing the operational lifespan 
of battery-powered devices [135]-[139]. As a result, VSNs need to leverage lightweight, efficient solutions that minimize 
resource consumption without compromising security or performance. 

4.5. Communication reliability and interference 

VSNs rely on wireless communication to transmit data between vehicles and infrastructure. However, the wireless 
medium is prone to a variety of interferences and issues that can affect communication reliability, such as signal 
attenuation, multipath fading, interference from other wireless devices, and congestion in dense traffic areas [140], as 
evidenced in Figure 13.  

 

Figure 14 Interference in VSNs 

These communication challenges can lead to packet loss, delays, and lower throughput, which are particularly 
problematic in applications requiring constant and reliable data exchange, such as autonomous driving and real-time 
traffic monitoring [141]-[143]. The need for robust communication protocols that can adapt to varying conditions and 
provide high reliability in different network topologies is crucial for the successful deployment of VSNs. 

4.6. Quality of Service (QoS) and prioritization 

Quality of Service (QoS) is another critical performance challenge in VSNs. Different applications within VSNs have 
varying requirements in terms of latency, bandwidth, and reliability [144], [145]. Safety-critical applications, such as 
collision avoidance, require low-latency communication and high reliability [146], whereas infotainment or navigation 
applications may tolerate higher latency but require higher bandwidth [147]. Ensuring that all applications meet their 
specific QoS requirements in a dynamic and high-density network is complex. Effective QoS management in VSNs 
involves prioritizing traffic based on application needs, dynamically adjusting resources, and using techniques such as 
traffic differentiation, bandwidth allocation, and load balancing. 

4.7. Energy efficiency 

Energy efficiency is a crucial concern in VSNs, particularly for battery-powered vehicles and roadside units [148]. The 
need for continuous communication, data processing, and sensor monitoring can lead to high energy consumption 
[149], which can reduce the lifespan of devices, especially in remote or mobile units that cannot be easily recharged. 
Efficient energy management strategies, such as adaptive transmission power control, energy-aware routing protocols, 
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and low-power sleep modes, are necessary to extend the operational time of these devices while maintaining network 
performance [150]-[154]. Balancing energy consumption with the demands for high performance, low latency, and 
reliability is one of the key trade-offs in VSN design. 

4.8. Heterogeneity and interoperability 

VSNs are composed of diverse devices, including vehicles from different manufacturers [155], various types of sensors, 
and different types of communication technologies (e.g., DSRC, 5G, Wi-Fi). Ensuring interoperability between these 
heterogeneous devices is a significant challenge for maintaining network performance [156]. The varying capabilities 
of devices, such as different processing powers, communication ranges, and energy capacities, require protocols and 
standards that can function seamlessly across these devices [157]. Achieving interoperability without introducing 
excessive overhead or compromising system performance is essential for the scalability and practical deployment of 
VSNs. 

4.9. Security-performance trade-offs 

Security mechanisms, such as encryption, authentication, and intrusion detection, are essential for protecting VSNs from 
malicious attacks [158]. However, these security measures can introduce additional overhead, which may degrade 
performance in terms of latency, throughput, and resource consumption. The challenge lies in finding an optimal 
balance between maintaining high security and ensuring that performance requirements, particularly for real-time and 
safety-critical applications, are met. Lightweight cryptographic techniques [159], efficient authentication protocols, and 
resource-aware security solutions are necessary to mitigate the impact of security measures on VSN performance. 

In a nutshell, these performance challenges are multifaceted and interrelated, requiring a comprehensive approach to 
address issues such as high mobility, scalability, resource constraints, communication reliability, and security-
performance trade-offs. Achieving optimal performance in VSNs is critical to their success in supporting intelligent 
transportation systems, autonomous driving, and real-time traffic management [160], [161]. To overcome these 
challenges, ongoing research and innovation in adaptive routing protocols, energy-efficient communication techniques, 
QoS management, and secure and lightweight data handling are essential for ensuring that VSNs can meet the 
demanding requirements of modern transportation networks. 

5. Techniques for security enhancements in Vehicular Sensor Networks 

Vehicular sensor networks are integral to intelligent transportation systems, enabling critical applications such as 
traffic management, autonomous driving, and safety communications [162]. However, the inherent vulnerabilities of 
these networks—due to their dynamic topology, high mobility, and reliance on wireless communication—make them 
susceptible to various security threats, including eavesdropping, data tampering, and DoS attacks [163], [164]. To 
address these challenges and ensure the integrity, privacy, and reliability of VSNs, several advanced security 
enhancement techniques have been developed. These techniques aim to protect against unauthorized access, maintain 
the confidentiality of communication, ensure data integrity, and defend against malicious attacks. Table 1 provides 
detailed description of these techniques.  

Table 1 Techniques for security enhancements in VSNs 

Technique Examples Explanation 

Cryptographic  Cryptography plays a fundamental role in securing communication within 
VSNs [165]. Several cryptographic techniques are used to protect the 
confidentiality, integrity, and authenticity of data 

Public Key 
Infrastructure (PKI) 

PKI is widely used in VSNs to manage digital certificates for encryption and 
authentication [166]. It ensures that only authorized vehicles and 
infrastructure can access the network and communicate securely. 

Lightweight 
encryption 

Given the limited resources (such as processing power and battery life) of 
vehicular devices, lightweight encryption algorithms are developed to 
ensure secure communication without significant overhead [167], [168]. 
Examples include Elliptic Curve Cryptography (ECC) and Advanced 
Encryption Standard (AES) with reduced key sizes [169], which provide 
strong security with low computational cost. 
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Message 
Authentication 
Codes (MACs) 

MACs are used to verify the authenticity and integrity of messages 
transmitted between vehicles and roadside units [170]. This prevents 
attackers from tampering with data during transmission [171]. A common 
technique involves the use of symmetric key cryptography [172], which 
enables verification of the sender’s identity and message integrity. 

Authentication and 
identity 
management 

 Authentication is critical for ensuring that only legitimate nodes can join 
and participate in the network [173]. Given the open nature of vehicular 
networks, there is a constant need to verify the identity of entities 
(vehicles, infrastructure) to prevent attacks like impersonation or Sybil 
attacks [174]. 

Certificate-based This technique uses digital certificates issued by a trusted authority to 
verify the identity of vehicles and RSUs [175]. The certificates contain 
public keys that are used for encryption and digital signature verification. 

Anonymous Since privacy is a key concern in VSNs, vehicles are often assigned 
pseudonyms to avoid revealing their real identity [176]. Anonymous 
authentication protocols allow vehicles to prove their authenticity without 
exposing their actual identity [177], thereby protecting user privacy. 

Reputation-based Reputation systems are used to evaluate the trustworthiness of nodes 
based on their past behavior [178]. Vehicles with a high reputation are 
more likely to be trusted for data exchange and routing, while nodes with 
low reputation may be ignored or flagged as malicious. 

Secure routing 
protocols 

 Due to the highly dynamic nature of VSNs, traditional routing protocols are 
not well-suited for providing secure communication, as attackers can 
easily manipulate or disrupt communication paths [179], [180]. Secure 
routing protocols are essential to ensure data integrity and confidentiality 
during transmission. 

Geographic-based Geographic routing protocols use the position of vehicles (obtained via 
GPS) to determine the best path for message delivery [181]. Secure 
geographic routing protocols employ encryption and authentication at 
each hop to ensure that only authorized nodes are involved in the routing 
process [182] and prevent malicious nodes from redirecting traffic or 
dropping packets. 

Trust-based In these protocols, trustworthiness scores are assigned to nodes based on 
their past behaviors, such as forwarding packets correctly [183]. Nodes 
with high trust scores are more likely to be selected as part of the 
communication path [184]. This helps mitigate attacks by isolating 
untrustworthy or malicious nodes from the communication process. 

Secured Ad-hoc On-
demand Distance 
Vector (AODV) 

This protocol enhances the standard AODV routing protocol by adding 
cryptographic techniques [185] to ensure that routing information is 
authentic and unaltered. It uses digital signatures to authenticate the origin 
of route requests and prevents route poisoning attacks [186]. 

Intrusion 
Detection Systems 
(IDS) 

 Intrusion detection systems (IDS) are designed to monitor network traffic 
and identify suspicious activities that may indicate a security breach [187]. 
In VSNs, IDS can detect a wide range of malicious behaviors, such as DoS 
attacks, Sybil attacks, or malicious data injection. 

 Signature-based This method involves identifying known attack patterns by comparing 
incoming data with a database of signatures [188]. Signature-based IDS are 
effective for detecting well-defined attack types but are less adaptive to 
new, unknown attacks. 

 Anomaly-based Anomaly-based detection involves establishing a baseline of normal 
network behavior and identifying deviations from that baseline [189]. This 
approach can detect novel attacks by recognizing unusual patterns, such as 
an unusually high volume of traffic or irregular data packets [190]. In VSNs, 
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this is particularly useful for detecting attacks like jamming or abnormal 
vehicle behavior. 

 Collaborative In a collaborative approach, vehicles and infrastructure share security 
information and work together to detect and mitigate security threats 
[191], [192]. This enhances detection accuracy and helps identify attacks 
that may not be visible from a single node’s perspective. 

Data integrity and 
authentication 

 Ensuring the integrity and authenticity of data is critical in VSNs to prevent 
malicious actors from injecting false information that could disrupt traffic 
flow, cause accidents, or hinder safety systems [193]. 

Digital signatures Digital signatures are used to verify the authenticity of data and ensure that 
the information has not been tampered with [194], [195]. Each vehicle or 
RSU uses its private key to sign data, and the recipient can verify the 
signature using the sender’s public key. 

Hashing Cryptographic hash functions are used to ensure that the data has not been 
altered during transmission [196], [197]. A hash value is computed for 
each message, and the recipient can compare it with the expected hash to 
verify data integrity. 

Privacy-Preserving  Privacy is a significant concern in VSNs, as vehicles frequently exchange 
sensitive information such as location, speed, and driving behavior, which 
can be used to track individuals [198]. 

 Pseudonym-based In VSNs, vehicles frequently change their identities by using pseudonyms 
instead of real identifiers to preserve privacy while still maintaining 
accountability [199], [200]. The pseudonyms are periodically updated to 
prevent tracking over time, ensuring the anonymity of the user. 

 Mix networks Mix networks involve routing messages through a series of intermediate 
nodes that shuffle and encrypt data to prevent the message’s origin or 
destination from being easily traced [201], [202]. This technique can be 
used to enhance privacy while allowing for secure communication. 

 Zero-knowledge 
proofs 

Zero-knowledge proofs allow one entity to prove to another that it knows 
a piece of information (e.g., a password) without revealing the actual 
information [203], [204]. This is particularly useful for authentication in 
VSNs where privacy needs to be balanced with trust and security. 

DoS mitigation  VSNs are vulnerable to various DoS attacks, such as jamming, flooding, and 
resource exhaustion [205]. 

 Rate limiting This technique involves limiting the number of requests or messages a 
node can send within a certain time period to prevent flooding attacks 
[206]. 

 Traffic filtering By analyzing incoming traffic for patterns typical of DoS attacks [207], 
malicious traffic can be identified and blocked, ensuring that only 
legitimate requests are processed. 

 Anti-jamming Anti-jamming strategies include frequency hopping and spread spectrum 
techniques [208] to avoid jamming and ensure uninterrupted 
communication. 

Lightweight 
security 

 Considering the resource constraints of vehicles and RSUs, lightweight 
security protocols are necessary to ensure that security does not overly 
burden the network’s performance [209], [210]. These mechanisms aim to 
provide strong security while minimizing overhead in terms of 
computation, storage, and communication. 

 Lightweight 
encryption schemes 

Enable secure communication without significantly degrading network 
performance [211]. 
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Efficient 
authentication 
protocols 

Compact signatures 

 

It is clear that the security challenges in vehicular sensor networks are multifaceted, requiring a combination of 
cryptographic, trust management, routing, and privacy-preserving techniques [212] to protect against a variety of 
attacks. The techniques mentioned above form a comprehensive approach to enhance the security, integrity, and 
privacy of VSNs, ensuring that they can operate safely and efficiently in dynamic and potentially adversarial 
environments. With ongoing advancements in security research, these techniques continue to evolve to address 
emerging threats and ensure the resilience of VSNs as they become an integral part of future intelligent transportation 
systems. 

6. Methods for performance enhancements in Vehicular Sensor Networks 

Vehicular sensor networks are an essential component of intelligent transportation systems, which leverage real-time 
data collection and communication to improve road safety, traffic management, and environmental monitoring. 
However, the dynamic and highly mobile nature of these networks introduces several performance challenges, 
including issues related to scalability, latency, energy efficiency, data integrity, and throughput [213], [214]. To optimize 
VSNs for these operational demands, several methods have been proposed to enhance the performance of the system 
across various levels, from network architecture to protocol design. This section explores these methods in detail, 
focusing on key aspects such as scalability, energy efficiency, real-time performance, and data management. 

6.1. Scalable network architecture 

One of the primary challenges in VSNs is ensuring scalability, as these networks must accommodate a large number of 
vehicles and infrastructure components [215]. As the number of connected vehicles increases, VSNs need to maintain 
stable communication and effective data management, which becomes more difficult due to the mobile and dynamic 
nature of the network. In a scalable VSN architecture, scalability concerns are addressed through hierarchical designs, 
efficient routing protocols, and distributed communication methods that allow for the network to grow without 
significant performance degradation [216]. The methods for enhancing scalability include: 

Hierarchical routing protocols: Hierarchical architectures use multiple levels of communication, such as local clusters, 
regional groups, and global networks, to manage the traffic and reduce congestion [217]. Clustering nodes (vehicles and 
RSUs) into groups reduces the communication overhead [218] by aggregating data locally before transmitting it to the 
central server or base station. 

Fog and edge computing: By introducing fog and edge computing into VSNs, data processing and storage are moved 
closer to the source of data generation, such as vehicles, reducing latency and network congestion [219], [220]. These 
decentralized computing models help in offloading computational tasks from centralized cloud servers, thereby 
improving the overall scalability of the network. 

Content-Centric Networking (CCN): CCN approaches focus on the content rather than the end-to-end connection between 
nodes [221]. By enabling vehicles and RSUs to retrieve and cache relevant data locally, the need for direct 
communication with distant nodes is minimized, enhancing scalability. 

6.2. Energy-efficient communication 

Energy efficiency is a critical performance factor in VSNs due to the limited energy resources of vehicular sensors and 
mobile devices [222]. Given that these networks are typically deployed in resource-constrained environments, energy-
efficient communication protocols are essential to prolong the lifespan of nodes and ensure the longevity of the entire 
network [223], [224]. The techniques for enhancing energy efficiency are as follows: 

• Low Power Wide Area Networks (LPWAN): LPWANs are designed to provide long-range connectivity while 
consuming minimal energy [225]. They are ideal for VSNs where large-scale sensor deployments are needed 
but energy resources are limited. Technologies such as LoRa (Long Range) and Sigfox offer solutions for energy-
efficient communication. 
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• Adaptive transmission power control: In environments like VSNs, where the network topology frequently 
changes, adaptive transmission power control (TPC) can help manage the power used during data transmission 
[226]. By adjusting the transmission power based on the distance between nodes and the network conditions, 
vehicles can reduce energy consumption while maintaining a reliable communication link. 

• Duty cycling: Duty cycling refers to the practice of turning off communication modules when they are not needed 
and waking them up periodically to send or receive data [227]. This approach significantly reduces the energy 
consumption of the network. Sleep modes and low-power listening mechanisms can help maintain low power 
consumption in vehicles, especially in low-traffic conditions. 

6.3. Real-time communication and latency optimization 

Real-time data exchange is a fundamental requirement for applications such as collision avoidance, traffic management, 
and environmental monitoring in VSNs [228]. Therefore, minimizing communication latency and ensuring timely 
delivery of messages is crucial for improving the performance of these networks. The various methods for reducing 
latency and optimizing real-time communication are described below: 

• Priority-based routing: Real-time applications in VSNs often require prioritization of critical messages, such as 
warnings about road hazards or emergency vehicle alerts. Priority-based routing protocols assign higher 
priority to time-sensitive messages to reduce delay and ensure that urgent data is delivered without congestion 
or interference from less critical information [229]. 

• Geographic routing: Geographic or position-based routing protocols make use of the geographical locations of 
nodes (vehicles) and routing decisions based on proximity to the destination [230]. This minimizes the need 
for global topology information, reducing routing overhead and latency. Protocols like Greedy Perimeter 
Stateless Routing (GPSR) and Geocast-based routing are commonly used in VSNs to ensure fast delivery of 
messages in real-time applications. 

• Real-time traffic management: Dynamic and adaptive traffic management protocols [231] can be used to adjust 
communication strategies in response to real-time traffic conditions. By considering traffic congestion, vehicle 
density, and network load, these protocols optimize routing decisions, reducing delays and ensuring that high-
priority messages are transmitted quickly. 

6.4. Data aggregation and compression 

With the vast amount of data generated by vehicular sensors, raw data transmission can be inefficient and cause 
unnecessary congestion in the network [232]. Aggregating and compressing data before transmission can significantly 
reduce the volume of data sent over the network, leading to improved throughput and more efficient use of network 
resources. The techniques for data aggregation and compression are discussed below: 

• Data fusion: In VSNs, data from multiple sources (e.g., vehicles, RSUs, and sensors) is often redundant. Data 
fusion techniques combine the data from various sources to reduce the volume of data that needs to be 
transmitted while preserving the important information [233]. Techniques like Kalman filters, Bayesian 
networks, and consensus algorithms are widely used for data fusion. 

• Compression algorithms: Data compression techniques reduce the size of data packets before transmission, 
thereby reducing network congestion and improving overall throughput [234]. Advanced compression 
methods, such as lossless or lossy compression, can be tailored to the specific characteristics of vehicular data, 
such as video feeds or sensor measurements. 

6.5. Efficient routing protocols 

Routing protocols in VSNs are responsible for determining the most optimal path for data transmission, which is critical 
for improving network performance [235]. Given the high mobility of vehicles, traditional static routing protocols often 
fail to adapt to changes in the network topology, resulting in inefficient [236] data routing and increased delays. The 
methods for enhancing routing efficiency are described below: 

Vehicular Ad Hoc Networks (VANETs) routing: VSNs are typically implemented using VANETs, which rely on vehicles as 
mobile nodes. Routing protocols such as Ad hoc On-demand Distance Vector (AODV), Optimized Link State Routing 
(OLSR), and Dynamic Source Routing (DSR) have been designed specifically for these types of networks [237]. These 
protocols are optimized for VSNs by adapting to vehicle mobility, topology changes, and dynamic traffic conditions. 
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Predictive routing: Predictive routing algorithms use historical mobility data, vehicle speed, and trajectory predictions 
to anticipate future network conditions and optimize the routing path accordingly [238]. These protocols aim to reduce 
the delay associated with topology changes by leveraging knowledge about vehicle movement patterns. 

Multi-path routing: Multi-path routing protocols aim to send data through multiple routes to increase reliability and 
reduce the likelihood of network congestion or failure [239]. If one path becomes unavailable due to mobility or network 
issues, other paths can be used to maintain communication, ensuring higher reliability and lower latency. 

6.6. Network coding for improved throughput 

Network coding is a technique that can be applied to VSNs to increase throughput and reduce congestion by allowing 
data to be mixed (coded) at intermediate nodes rather than forwarded unchanged [240]. This allows for more efficient 
use of the available bandwidth, as data can be transmitted simultaneously along different paths. The techniques for 
enhancing throughput with network coding include: 

• Opportunistic network coding: This approach uses network coding opportunistically at intermediate nodes to 
combine packets from different sources. By allowing nodes to combine and forward coded packets instead of 
relaying them individually, bandwidth utilization [241] is improved, and overall throughput is enhanced. 

• Cooperative communication: In scenarios where vehicles can cooperate with each other, network coding can be 
used to enable vehicles to transmit coded messages [242], allowing for better use of the network resources and 
reducing redundancy in data transmission. 

6.7. Data quality and reliability 

Ensuring data quality and reliability is essential for the effectiveness of VSNs in safety-critical applications [243]. Data 
losses, corruption, and inconsistencies can significantly degrade the performance of VSN-based applications. Therefore, 
methods for ensuring high data reliability and quality must be implemented. The methods for enhancing data quality 
and reliability are described below: 

• Error detection and correction: Techniques like cyclic redundancy check (CRC) and forward error correction 
(FEC) are used to detect and correct errors in transmitted data [244]. This ensures that data is delivered without 
loss or corruption, improving the reliability of the communication system. 

• Reputation-based mechanisms: Reputation-based systems help ensure the reliability of data by assigning trust 
values to vehicles based on their past behavior [245]. If a vehicle is found to be transmitting faulty or malicious 
data, its reputation is degraded, encouraging honest data reporting and improving overall data quality. 

7. Research gaps and future research directions 

Vehicular sensor networks have been shown to be pivotal in enabling intelligent transportation systems, providing real-
time communication between vehicles, infrastructure, and other entities to enhance road safety, traffic management, 
and environmental monitoring. However, VSNs face significant challenges related to security, privacy, scalability, and 
performance, especially as the number of connected vehicles continues to increase [246], [247]. Despite the progress 
made in securing VSNs, numerous research gaps remain, which require further exploration to ensure the robustness, 
reliability, and trustworthiness of these systems. This section outlines the key research gaps and future directions in 
enhancing the security of VSNs. Table 2 gives a summary of these research gaps and future research directions. 

7.1. Scalability and resource constraints 

One of the most critical challenges in VSN security is ensuring that security mechanisms are scalable to accommodate 
large and dynamic networks while operating efficiently on resource-constrained devices [248]. As the number of 
vehicles and roadside units (RSUs) grows, security protocols that are effective in small-scale networks may no longer 
be feasible in large-scale settings. Furthermore, vehicles and RSUs often have limited processing power, storage, and 
energy resources, which makes the implementation of security mechanisms such as encryption, authentication, and 
intrusion detection more difficult. 

7.2. Privacy preservation and anonymity 

Privacy and anonymity are critical concerns in VSNs, as vehicles constantly generate and exchange sensitive information 
such as location, speed, and route [249]. If compromised, this information can lead to privacy violations and pose risks 
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such as vehicle tracking and identity theft. Traditional authentication methods often trade off privacy for security, as 
they require vehicles to reveal their identities. 

7.3. Resilience against insider attacks 

Insider attacks are particularly dangerous in VSNs, as they involve legitimate entities within the network (e.g., vehicles 
or RSUs) that turn malicious. These attacks are difficult to detect because the malicious nodes are authorized to 
participate in the network [250]. Insider attacks can range from malicious data injection, route manipulation, selective 
forwarding, and unauthorized data access. 

7.4. DoS and jamming attacks 

DoS and jamming attacks are among the most common threats in VSNs. Malicious attackers can overwhelm the network 
with excessive traffic or intentionally jam communication channels, disrupting critical communications between 
vehicles and infrastructure [251. While traditional DoS mitigation strategies such as traffic filtering and rate-limiting 
can be effective, they may not always be sufficient to deal with sophisticated jamming attacks or coordinated DoS attacks 
that target specific network nodes. 

7.5. Advanced Intrusion Detection Systems (IDS) 

Intrusion detection systems are vital for identifying malicious activities within the network, but the existing IDS 
solutions for VSNs are often limited by the resource constraints of the devices and the dynamic nature of the network 
[252]. In traditional IDS models, a central server monitors traffic and behavior across the network, but in VSNs, this 
approach is difficult due to the lack of centralized control and the mobility of the nodes. 

7.6. Secure data aggregation and sharing 

VSNs rely on the collection and sharing of data from multiple sources, including vehicles, RSUs, and sensors. While this 
data is essential for applications such as traffic monitoring, hazard detection, and environmental surveillance, ensuring 
the security and privacy of this data [253] during aggregation and sharing is a challenge. Malicious nodes may attempt 
to inject false or corrupted data, leading to incorrect analysis or decisions. 

7.7. Cross-layer security mechanisms 

Cross-layer security mechanisms that span multiple layers of the VSN protocol stack (such as the physical layer, data 
link layer, and application layer) offer a promising approach for enhancing security in a holistic manner. Many existing 
security techniques are applied in isolation at individual layers, but they do not always work seamlessly together to 
address threats across the entire network [254]. 

7.8. Blockchain for VSN security 

Blockchain technology has garnered significant attention for its potential in enhancing security and trust in 
decentralized networks [255]. The use of blockchain can provide tamper-proof logging of transactions, decentralized 
trust management, and secure communication, making it a promising candidate for securing VSNs. 

Table 2 Research gaps and future research directions 

Gap Description 

Scalability and 
resource 
constraints 

Research gap: There is a need for lightweight, scalable, and efficient security solutions that can 
handle the large-scale, distributed nature of VSNs without imposing significant computational or 
energy overheads [256]. Many existing solutions do not scale well, and current cryptographic 
algorithms and protocols often require high computational costs, which are unsuitable for 
resource-constrained devices. 

Future research directions: Future research should focus on the development of lightweight 
cryptographic algorithms and security protocols specifically designed for large-scale VSNs. 
Research into energy-efficient cryptographic techniques, adaptive security models that can scale 
with the network size, and decentralized trust management systems would also be beneficial. 
Additionally, optimizing IDS mechanisms for scalability, such as distributed IDS or cloud-based 
IDS, can help improve detection capabilities in large networks. 
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Privacy 
preservation and 
anonymity 

Research gap: While pseudonym-based approaches and anonymization techniques are used to 
protect user privacy, these methods often introduce trade-offs between security and privacy [257], 
[258]. Moreover, the frequent renewal of pseudonyms, as required by privacy-preserving 
protocols, may result in challenges for accountability and liability in case of malicious activities. 

Future research directions: There is a need for innovative privacy-preserving techniques that allow 
vehicles to maintain anonymity without compromising security or accountability. Research into 
zero-knowledge proofs for authentication, secure multi-party computation (SMC) protocols, and 
differential privacy can help achieve this balance. Furthermore, decentralized privacy-preserving 
schemes that do not rely on centralized trust authorities should be explored to enhance privacy 
while maintaining system resilience. 

Resilience against 
insider attacks 

Research gap: Existing intrusion detection and prevention systems (IDS/IPS) are often ineffective 
at detecting insider attacks [259], as they typically rely on external behaviors that may not be 
apparent when the attack comes from within the system. Current trust management models may 
also fail to identify malicious behavior if the attacker has previously established a good reputation 
within the network. 

Future research directions: Future research should focus on developing more robust trust 
management frameworks and anomaly detection techniques that can identify abnormal behavior 
originating from insider nodes. This includes behavior-based anomaly detection, collaborative 
trust models, and machine learning approaches that can identify patterns of insider threats. 
Furthermore, research into dynamic and evolving reputation systems, which can adapt to new 
attack strategies, is needed to mitigate the risk of insider attacks. 

DoS and jamming 
attacks 

Research gap: Existing DoS mitigation techniques are often ineffective against advanced jamming 
methods or distributed DoS (DDoS) attacks [260]. Many methods are reactive rather than 
proactive, making it difficult to predict and prevent such attacks before they occur. 

Future research directions: Research should focus on developing proactive defense mechanisms 
that can predict and prevent jamming or DoS attacks in real-time. Techniques such as frequency 
hopping, spatial diversity, and physical-layer security methods (e.g., using multiple antennas or 
cognitive radio techniques) can be investigated for their potential to mitigate jamming attacks. 
Additionally, distributed and collaborative DoS detection methods involving cooperation between 
vehicles and RSUs should be explored to better mitigate DDoS attacks. 

IDS Research gap: Current IDS systems in VSNs are often either too resource-intensive or lack the 
capability to detect new and sophisticated attack patterns [261]. Additionally, centralized IDS 
approaches do not scale well in highly dynamic networks with varying node mobility. 

Future research directions: Future research should focus on developing lightweight, decentralized 
IDS that can operate efficiently in VSNs. The integration of machine learning and artificial 
intelligence (AI) into IDS can significantly improve the detection of unknown or novel attack 
patterns. Machine learning-based approaches, such as deep learning, can be used to detect 
anomalies and predict potential security threats based on historical data. Moreover, collaborative 
IDS systems, where vehicles and infrastructure share intrusion-related information, can enhance 
detection accuracy and reduce false positives. 

Secure data 
aggregation and 
sharing 

Research gap: Existing data aggregation and sharing protocols do not fully address the risks of data 
manipulation and false data injection attacks [262], which can degrade the reliability of VSNs. 
Additionally, the aggregation of data from multiple sources while preserving privacy is not fully 
explored. 

Future research directions: Future work should focus on secure data aggregation techniques that 
prevent data tampering and ensure data integrity. Cryptographic methods like homomorphic 
encryption, which allows computations to be performed on encrypted data without revealing its 
content, can be used for privacy-preserving [263] data aggregation. Additionally, trust-based data 
fusion models and secure multi-party computation (SMC) techniques can be employed to ensure 
the reliability and confidentiality of aggregated data. 

Cross-layer 
security 
mechanisms 

Research gap: There is limited research on cross-layer security mechanisms in VSNs that can 
coordinate security functions at multiple layers to provide end-to-end protection [264], [265]. 
These mechanisms can provide more comprehensive defense strategies, but designing them in a 
way that is efficient and non-intrusive remains a challenge. 
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Future research directions: Future research should focus on the design of integrated cross-layer 
security frameworks that coordinate the activities of different layers, such as cryptographic key 
management, secure routing, and IDS, to provide a more effective and unified defense against 
attacks. These frameworks should balance security with efficiency, especially in resource-
constrained environments. 

Blockchain for 
VSN security 

Research gap: Blockchain-based solutions for VSNs are still in the early stages of research. 
Challenges remain in adapting blockchain to the high mobility and dynamic topology of VSNs, as 
well as ensuring scalability, latency, and energy efficiency [266]-[270]. 

Future research directions: Future research should focus on developing blockchain-based solutions 
for secure communication, decentralized authentication, and tamper-proof data sharing in VSNs. 
Research into lightweight blockchain protocols, such as permissioned blockchains, is needed to 
optimize these solutions for resource-constrained vehicles and RSUs. Furthermore, the integration 
of blockchain with other technologies, such as edge computing or fog computing, can enhance 
scalability and performance. 

 

While substantial progress has been made in securing Vehicular Sensor Networks (VSNs), significant research gaps 
remain. Addressing challenges such as scalability, privacy, insider attacks, DoS mitigation, and cross-layer security will 
be crucial for the continued success of VSNs in real-world applications. The integration of emerging technologies like 
machine learning, blockchain, and edge computing holds great potential in enhancing the security, efficiency, and 
scalability of VSNs. As the field continues to evolve, interdisciplinary research that combines aspects of cryptography, 
network design, data privacy, and trust management will be essential to ensuring the robustness and resilience of VSNs 
in the face of emerging threats and demands.  

8. Conclusion 

Vehicular Sensor Networks (VSNs) are critical components of modern intelligent transportation systems, enabling real-
time data exchange between vehicles, infrastructure, and other entities to improve road safety, traffic efficiency, and 
environmental monitoring. However, the decentralized, dynamic, and resource-constrained nature of VSNs exposes 
them to numerous security and performance challenges. In this review, key security issues faced by VSNs, including 
data confidentiality, privacy, integrity, authentication, and threats from malicious attacks such as DoS, Sybil, and insider 
attacks have been highlighted. This paper has also explored various techniques and methods for enhancing the security 
of VSNs, ranging from cryptographic solutions, intrusion detection systems, and secure routing protocols to privacy-
preserving techniques, trust management, and authentication mechanisms. Moreover, performance enhancements in 
VSNs, such as scalability, energy efficiency, and real-time communication, are critical for maintaining the operational 
efficiency of the network as it grows and evolves. To this end, lightweight cryptographic methods, efficient routing 
protocols, and the development of adaptive security mechanisms have been identified as essential areas for further 
improvement. While significant progress has been made in both security and performance optimization, several 
research gaps persist, particularly in developing scalable, privacy-preserving, and resource-efficient solutions that can 
accommodate the increasing number of vehicles and infrastructure in VSNs. The future of VSNs lies in addressing these 
gaps through innovative and interdisciplinary approaches that integrate emerging technologies such as machine 
learning, blockchain, edge computing, and advanced cryptography. By focusing on improving the resilience of VSNs to 
security threats and enhancing their performance without compromising resource constraints, the next generation of 
VSNs can provide secure, reliable, and efficient communication for intelligent transportation systems.  
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