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Abstract

The rapid proliferation of digital technologies has revolutionized the global economy and transformed how individuals
and businesses interact. However, this digital transformation has also given rise to a surge in online scams and financial
frauds, posing significant threats to individuals, organizations, and financial institutions. This review paper explores the
evolving landscape of online scams and financial frauds in the digital age, focusing on prevalent schemes such as
phishing, identity theft, online payment fraud, cryptocurrency-related scams, and social engineering attacks. It examines
the methods employed by cybercriminals, the psychological and technological factors that make victims susceptible,
and the socioeconomic impacts of these fraudulent activities. The paper also highlights the roles of legislation,
cybersecurity advancements, and public awareness in combating digital fraud. By synthesizing current research, case
studies, and global trends, this review provides a comprehensive overview of the challenges posed by online scams and
financial frauds and outlines effective strategies to mitigate their impact in an increasingly connected world.
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1. Introduction

The digital age has transformed the way individuals, businesses, and governments operate, offering unparalleled
convenience and connectivity. With the advent of the internet, mobile devices, and cloud computing, activities such as
banking, shopping, and communication have become more accessible than ever before [1]-[3]. Figure 1 shoes a typical
online shopping system. However, this digital revolution has also provided fertile ground for online scams and financial
frauds to flourish. Cybercriminals have adapted to technological advancements, leveraging sophisticated methods to
exploit vulnerabilities in digital systems and human behavior [4], [5].
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Figure 1 Online shopping system
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Online scams and financial frauds encompass a broad spectrum of illicit activities, ranging from phishing emails and
identity theft to cryptocurrency scams and ransomware attacks [6], [7]. As shown in Figure 2, these crimes often target
individuals, small businesses, and even large corporations, causing significant financial and psychological harm. The
scale of these operations is staggering; reports from global cybersecurity agencies highlight billions of dollars lost
annually due to digital fraud, with many cases going unreported or unresolved.

One of the defining characteristics of online scams and financial frauds is their dynamic and adaptive nature [8].
Cybercriminals continually refine their techniques, taking advantage of emerging technologies such as artificial
intelligence, blockchain, and the Internet of Things (1oT) to create increasingly complex and deceptive schemes [9],[10].
At the same time, the global and borderless nature of the internet complicates law enforcement efforts, making it
challenging to track and prosecute offenders effectively.

The growing prevalence of online scams and financial frauds necessitates a comprehensive understanding of their
mechanisms, impact, and mitigation strategies [11], [12]. This review paper aims to provide an in-depth analysis of the
current landscape of digital fraud, focusing on common types of scams, the psychological and technical factors enabling
their success, and the societal implications of these crimes. Furthermore, it examines the role of legislation,
technological advancements, and public awareness campaigns in combating these threats, offering insights into
effective measures for prevention and response.
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Figure 2 Online scams and financial frauds

As the digital economy continues to expand, addressing the challenges posed by online scams and financial frauds is
critical to ensuring trust, security, and resilience in the digital ecosystem. This paper seeks to contribute to this ongoing
effort by synthesizing existing research, highlighting gaps in knowledge, and proposing directions for future studies and
interventions.

1.1. The rise in online scams and financial frauds

The rise in online scams and financial frauds has been driven by the increasing reliance on digital technologies and the
internet in everyday life [13], [14]. As more people and businesses engage in online transactions, cybercriminals have
seized the opportunity to exploit weaknesses in digital platforms and human behavior. The exponential growth of e-
commerce, online banking, and digital wallets has created a fertile environment for fraudulent activities.

As shown in Figure 3, phishing attacks, one of the most common forms of online scams, have become more sophisticated,

often involving personalized messages and cloned websites to deceive users into divulging sensitive information [15]-
[19].
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Figure 3 Phishing attack

Similarly, identity theft has surged, with criminals using stolen personal data to commit financial fraud, access accounts,
or impersonate victims [20]. These scams exploit trust and a lack of awareness among users, making them particularly
effective.

The rise of cryptocurrencies has added another dimension to online financial frauds [21], [22]. While blockchain
technology promises secure and transparent transactions, it has also been misused for fraudulent schemes, including
initial coin offering (ICO) scams, Ponzi schemes, and crypto wallet hacks [23], [24]. The pseudonymous nature of
cryptocurrencies makes it challenging to trace transactions and recover lost funds, further emboldening cybercriminals.

Social engineering attacks, such as business email compromise (BEC) and romance scams, have also seen a sharp
increase. Figure 4 gives an illustration of a typical social engineering attack occurs. These schemes rely on psychological
manipulation to trick victims into transferring money or sharing confidential information. Advances in artificial
intelligence [25] have enabled scammers to create convincing deepfake videos or audio clips, adding another layer of
complexity to these attacks.
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Figure 4 Social engineering

The global COVID-19 pandemic further accelerated the prevalence of online scams and financial frauds [26], [27]. As
businesses and individuals transitioned to remote work and digital communication, cybercriminals exploited
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vulnerabilities in unsecured networks and increased online activity [28]. Pandemic-related scams, such as fake vaccine
sales, stimulus check frauds, and charity scams, became rampant during this period.

The economic and psychological impact of these frauds is significant. Victims often suffer financial losses, damaged
credit, and emotional distress [29]. Businesses may face reputational harm, legal liabilities, and operational disruptions.
Moreover, the sheer volume and sophistication of these crimes strain law enforcement and cybersecurity resources
[30], highlighting the urgent need for proactive measures.

Addressing the rise in online scams and financial frauds requires a multi-faceted approach. Public awareness campaigns
can educate individuals about recognizing and avoiding scams, while organizations must invest in robust cybersecurity
measures [31], [32]. Governments and regulatory bodies play a crucial role in enacting legislation and fostering
international cooperation to combat cross-border fraud. Technological advancements, such as machine learning-based
fraud detection systems, can also enhance efforts to identify and prevent fraudulent activities.

1.2. Notable online scams and financial frauds

Numerous high-profile online scams and financial frauds have demonstrated the scale and sophistication of these
threats. Below are some of the most notable examples:

Phishing scams: Widely regarded as one of the most prevalent online frauds, phishing scams involve fraudulent emails
or messages designed to trick recipients into revealing personal information, such as passwords or credit card details
[33]-[35]. High-profile cases have targeted major organizations, including banks and social media platforms, resulting
in significant data breaches.

Ponzi and pyramid schemes: Online Ponzi schemes have ensnared millions of victims by promising high returns on
investments with little to no risk [36]. One infamous example is the Bernie Madoff scandal [37], which caused billions
of dollars in losses, highlighting how digital communication can amplify the reach of such frauds.

Cryptocurrency scams: The rise of cryptocurrencies has given birth to a new class of frauds, including fake initial coin
offerings (ICOs), fraudulent trading platforms, and pump-and-dump schemes [38], [39]. For instance, the OneCoin scam
defrauded investors of over $4 billion, making it one of the largest crypto frauds in history.

Ransomware attacks: Cybercriminals use ransomware to encrypt victims' data [40], demanding payment—often in
cryptocurrency—in exchange for the decryption key. This form of attack is illustrated in Figure 5. Notable incidents,
such as the WannaCry and REvil ransomware attacks [41], [42], have targeted hospitals, corporations, and governments,
causing widespread disruption.
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Figure 5 Ransomware attack
Romance scams: Exploiting the emotional vulnerability of victims, romance scams involve building fake relationships

online to manipulate individuals into sending money [43], [44]. Reports indicate millions lost annually to such schemes,
with victims often targeted on dating platforms and social media.
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Business Email Compromise (BEC): BEC scams involve impersonating [45] executives or suppliers to trick businesses
into making unauthorized payments. In one of the largest cases, a Lithuanian man scammed two major U.S. companies
out of $100 million using fake invoices and emails [46].

Online shopping and auction fraud: Fraudulent e-commerce websites and fake sellers on legitimate platforms deceive
customers into paying for goods that are never delivered [47], [48]. These scams surged during the pandemic as more
people turned to online shopping.

Tech support scams: Scammers pose as legitimate tech support representatives, convincing victims to grant remote
access to their devices or pay for unnecessary services [49], [50]. These scams often target the elderly, exploiting their
lack of technical knowledge.

These notable cases underscore the adaptability and ingenuity of cybercriminals. Each example highlights different
tactics, motivations, and targets, emphasizing the importance of vigilance and continuous efforts to combat online scams
and financial frauds.

1.3. Probable remedies

Addressing online scams and financial frauds requires a multi-layered approach that combines technological
innovations, public education, and legal frameworks. Table 1 provides an elaborate description of some effective
security solutions.

Table 1 Probable remedies to online scams and financial frauds

Remedy Description

Advanced Implementation of multi-factor authentication (MFA) adds an additional layer of security

authentication by requiring users to verify their identity through multiple means, such as passwords,

mechanisms biometrics, or one-time codes [51]-[55]. Behavioral biometrics, such as keystroke
dynamics and mouse movements, can further enhance security by identifying anomalies in
user behavior.

Al-powered fraud | Artificial intelligence and machine learning algorithms [56] can analyze patterns in online

detection systems transactions to identify suspicious activities in real-time. These systems use anomaly
detection to flag deviations from normal user behavior, enabling proactive responses to

potential threats [57]-[60].

Encryption and secure | End-to-end encryption ensures that sensitive data, such as login credentials and financial

communication information, remains secure during transmission [61]-[66]. Secure protocols like HTTPS
and encrypted email services reduce the risk of data interception by attackers.

Cyber hygiene and user | Public awareness campaigns can educate individuals about common scams, warning signs,

awareness and best practices for staying safe online [67], [68]. Organizations can provide regular

cybersecurity training to employees to reduce human errors that lead to breaches, such as
falling for phishing emails.

Regulatory measures

Governments and regulatory bodies must enforce stringent data protection laws and hold

fraud tools

and international | organizations accountable for implementing robust cybersecurity measures [69], [70].

cooperation Cross-border collaboration among law enforcement agencies can facilitate the tracking and
prosecution of cybercriminals operating globally.

Secure payment | Payment gateways with built-in fraud detection mechanisms can identify and block

gateways and anti- | unauthorized transactions. Tools such as tokenization replace sensitive payment data with

unique identifiers, reducing the risk of data theft during transactions [71]-[74].

Incident response and
recovery plans

Organizations should establish clear incident response protocols to minimize damage
during cyberattacks, including isolating affected systems and notifying stakeholders [75],
[76]. Regular backups of critical data can ensure rapid recovery in the event of ransomware
attacks or other breaches.
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Blockchain for | Blockchain technology can enhance security and transparency in financial transactions,

transaction making it more difficult for fraudsters to manipulate data [77]-[81]. Smart contracts can

transparency automate and secure contractual agreements, reducing the risk of human error and
tampering.

Threat intelligence | Collaboration among organizations and cybersecurity firms to share threat intelligence can

sharing provide early warnings about emerging scams and vulnerabilities [82]-[86]. Platforms like
Information Sharing and Analysis Centers (ISACs) enable real-time exchange of
cybersecurity information.

Monitoring and | Continuous monitoring of digital platforms using analytics tools can help identify

analytics vulnerabilities and rectify them promptly [87]-[91]. Predictive analytics can identify
emerging fraud trends and enable organizations to take preemptive measures.

Public-private Collaboration between governments, private sector entities, and non-profits can enhance

partnerships the reach and effectiveness of anti-fraud initiatives [92], [93]. Joint efforts can focus on
creating standardized cybersecurity practices, improving reporting mechanisms, and
funding research into new solutions.

Proactive consumer | Financial institutions can offer additional safeguards, such as transaction alerts and

protections spending limits, to protect consumers [94]. Insurers can develop fraud protection policies

to mitigate financial losses for individuals and businesses.

By integrating these solutions, the digital ecosystem can become more resilient to online scams and financial frauds,
protecting individuals and organizations alike from significant harm.

1.4. Challenges with current solutions

The rise of online scams and financial fraud has outpaced the development of comprehensive security solutions, creating
a challenging environment for individuals, organizations, and governments. Table 2 gives an extensive analysis of the
challenges associated with current security solutions.

Table 2 Challenges with current solutions

Challenge

Explanation

Reactive rather
proactive measures

than

Most security solutions are reactive, addressing fraud after it occurs rather than
preventing it. For example:

Fraud detection systems often flag suspicious activities post-transaction, leading to
delayed responses [95].

Scammers exploit the gap between fraud execution and detection, causing significant
damage before countermeasures [96] are enacted.

Fragmented ecosystem

Diverse stakeholders: Banks, payment gateways, online platforms, and regulators
often operate independently [97], leading to inconsistent security measures.

Incompatibility: Security solutions implemented by different stakeholders may lack
interoperability, creating vulnerabilities at integration points [98]-[100].

Social engineering exploits

Many scams rely on psychological manipulation rather than technical vulnerabilities,
making them difficult to counter with traditional technical solutions. Examples
include:

Phishing attacks [101] that exploit human error.

Scams targeting vulnerable populations, such as the elderly, who may lack digital
literacy [102].

Sophistication  of
techniques

fraud

Fraudsters are leveraging advanced technologies to outpace security measures:

Al and automation: Bots are used to create convincing fake websites, automate
phishing attempts, and evade detection [103, [104].
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Deepfakes: Synthetic media is used to impersonate individuals in video or voice
communications [105], bypassing traditional identity verification systems.

Cryptocurrencies: Fraudsters use untraceable [106] cryptocurrency transactions to
launder money.

Lack of Standardization

Global variability: Different countries and regions have varying levels of security
standards and regulations [107], creating loopholes for international fraudsters.

Inconsistent compliance: Financial institutions may implement standards like PCI DSS
or GDPR differently, leading to vulnerabilities [108].

Resource constraints

Financial: Smaller organizations often lack the budget to implement robust security
measures [109].

Human Resources: A shortage of cybersecurity professionals limits the ability to
monitor, analyze, and respond to threats effectively [110].

User-centric weaknesses

Password vulnerabilities: Many users reuse weak passwords across platforms,
making them susceptible to credential-stuffing attacks [111].

Awareness gaps: A lack of awareness about scams leads to mistakes like clicking on
phishing links or sharing personal information [112].

BYOD policies: Bring Your Own Device (BYOD) practices in workplaces often
compromise security due to inconsistent personal device protections [113], [114].

Insufficient real-time | Many existing systems struggle to process and act on data in real time:
capabilities Fraudulent transactions may go undetected until after funds are transferred.
Real-time identity verification is often bypassed by sophisticated attackers [115].
Legal and jurisdictional | Cross-border crimes: Online scams often involve perpetrators in jurisdictions with
challenges weak enforcement mechanisms [116], making prosecution difficult.
Legal ambiguity: Emerging threats [117], such as fraud in decentralized finance
(DeFi), often lack clear regulatory guidelines.
Overwhelming false | Fraud detection systems often generate a high number of false positives [118],
positives leading to:
Legitimate users being inconvenienced or locked out of their accounts.
Increased operational costs due to the need for manual verification.
Lack of trust and | Opaque processes: Users are often unaware of the measures in place to protect them
transparency [119], leading to mistrust.

Reputational risk: Institutions that fail to communicate their efforts effectively may
suffer reputational damage even if they are secure.

Emerging technologies and
[oT vulnerabilities

The rapid proliferation of Internet of Things (IoT) devices introduces new
vulnerabilities, as many devices lack robust security features [120]-[122].

Fraudsters exploit these weaknesses to infiltrate networks and execute scams.

Insider threats

Malicious insiders or employees with insufficient training can unintentionally or
intentionally compromise security systems [123]-[127].

Insider fraud remains one of the most challenging types of scams to detect and
prevent.

Limited collaboration

Data silos: Organizations often hesitate to share fraud data due to privacy concerns
or competitive reasons [128], reducing collective intelligence.

Delayed reporting: Victims may delay reporting scams, hindering real-time threat
detection and mitigation.

Inadequate user-centric

design

Complex security processes: Solutions requiring extensive user interaction, such as
multi-factor authentication, can frustrate users and lead to non-compliance [129]-
[132].

accessibility issues: Security measures may not be inclusive of users with disabilities
or low technical expertise.
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Evolving threat landscape Fraudsters constantly adapt to new security measures, creating an arms race
between scammers and security providers [133], [134].

The dynamic nature of threats makes it challenging for static systems to remain
effective [135], [136].

Based on Table 2, it is clear that current security solutions for online scams and financial fraud face several challenges,
including the rapidly evolving tactics of cybercriminals who constantly adapt their methods to bypass traditional
safeguards. Phishing, social engineering, and advanced malware are becoming more sophisticated, making it harder for
existing detection systems to identify threats in real-time. Additionally, the increasing reliance on digital platforms and
the growing complexity of financial transactions create larger attack surfaces for fraudsters to exploit. Many security
systems struggle with balancing user convenience and robust protection, often leading to friction that discourages users
from adopting them. The lack of standardized security protocols across platforms and regions further complicates
efforts to address global financial fraud, leaving consumers and businesses vulnerable to loss.

1.5. Research gaps and future directions

The increasing sophistication of online scams and financial frauds has outpaced current security measures, highlighting
numerous research gaps and potential areas for improvement. The following are some of the prominent research gaps
and future directions for advancing security against online scams and financial frauds.

2. Cross-domain collaboration and information sharing

While financial institutions, law enforcement, and cybersecurity organizations collect data on fraud, there is limited
sharing of threat intelligence due to privacy concerns, legal barriers, and competitive reasons. This fragmentation
hampers the development of a unified defense against scammers [137]. This limited sharing of threat intelligence due
to privacy concerns, legal barriers, and competitive reasons significantly hampers the development of a unified defense
against scammers [138]. Organizations are often reluctant to share sensitive data about fraud attempts or cyberattacks,
fearing breaches of privacy, violations of data protection laws, or the potential loss of competitive advantage [139]. This
fragmentation results in isolated responses to emerging threats, with companies unable to benefit from a broader,
collective understanding of evolving scam tactics [140], [141]. As a result, fraudsters can exploit gaps in individual
defenses, targeting uncoordinated systems. To combat this, industries must foster greater collaboration through secure,
anonymized threat intelligence sharing platforms, supported by clear regulatory frameworks that address privacy and
legal concerns while enabling a more cohesive and effective defense against fraud.

Research into frameworks and standards for secure data sharing could help improve cross-domain collaboration.
Innovations like blockchain-based data-sharing platforms might ensure secure and transparent collaboration between

stakeholders while maintaining privacy and compliance with regulations [142]-[147].

2.1. Real-time fraud detection and prevention
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Figure 6 Real-time fraud detection and prevention
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Many current fraud detection systems rely on rule-based approaches and post-transaction analysis, which leads to
delayed responses [148]. As shown in Figure 6, rule-based systems operate by checking transactions against predefined
criteria or patterns, such as large transfers or suspicious behavior, but these rules are often static and fail to adapt
quickly to evolving fraud tactics [149], [150]. Post-transaction analysis further compounds the issue, as it typically
occurs after a transaction has been completed, allowing fraud to go undetected until it’s too late. These delayed
responses can result in significant financial losses, reputational damage, and regulatory penalties [151], [152].

To improve effectiveness, fraud detection systems need to adopt more dynamic, Al-driven approaches that use machine
learning to identify emerging threats in real-time, allowing for faster and more proactive responses to fraud attempts
before they escalate. Fraudsters are exploiting this delay to carry out their attacks effectively.

Research into real-time fraud detection systems powered by Al and machine learning (ML) can help detect fraud before
it happens [153]-[157]. Future systems could use behavioral biometrics, real-time data analysis, and predictive
modeling to identify anomalies as they occur, improving the accuracy and speed of fraud prevention.

2.2. Al and machine learning for social engineering detection

A significant portion of online scams relies on social engineering tactics such as phishing, vishing (voice phishing), and
other manipulative techniques [158]. Phishing typically involves fraudulent emails or websites designed to steal
sensitive information, like login credentials or financial details, by masquerading as legitimate entities [159]. Vishing,
on the other hand, involves phone calls or voice messages where attackers impersonate trusted figures, such as bank
representatives or government officials, to trick victims into revealing personal information or transferring funds [160].
These scams often prey on emotions like fear, urgency, or curiosity, making them difficult to detect and resist. As
attackers become more sophisticated in mimicking trusted communication channels, it becomes crucial to invest in user
education, multi-layered security measures, and Al-driven threat detection systems (such as the one shown in Figure
7) to combat these pervasive social engineering tactics [161], [162]. Traditional detection methods focus on technical
threats but fail to address these psychological attacks effectively.
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Figure 7 Al-driven threat detection system

More research is needed into developing Al models capable of identifying and preventing social engineering attacks
[163]-[167]. For instance, natural language processing (NLP) techniques could be applied to analyze communication
patterns in emails, text messages, and phone calls to detect suspicious language indicative of phishing attempts or
fraudulent communications.

2.3. Privacy-preserving security
Increasing emphasis on data privacy laws (e.g., GDPR, CCPA) can conflict with security measures, especially in fraud
detection, which requires access to large datasets for effective identification of fraud.

Research into privacy-preserving machine learning techniques like federated learning (shown in Figure 8), which allow
systems to learn from data without compromising personal privacy, could help balance security and privacy concerns.
As explained in [168], federated learning enables models to be trained across decentralized devices or servers without
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the need to share sensitive personal data directly. Instead of collecting data in a central location, the system processes
datalocally on the user's device and only shares aggregated insights, such as model updates, with a central server [169],
[170]. This approach helps protect privacy while still allowing systems to learn and improve based on diverse datasets.
By incorporating federated learning, organizations can enhance security and privacy for users, especially in sectors like
healthcare, finance, and IoT, where sensitive data is involved, all while still benefiting from the power of machine
learning to detect fraud or optimize services [171], [172]. These methods would enable the use of sensitive user data
for fraud detection without violating privacy regulations. As shown in Figure 8, multiple decentralized devices or
systems to collaboratively train a model without sharing sensitive data. Instead of pooling data in a central server, each
device or node processes its own data locally, generates model updates, and only shares these updates (not the raw
data) with a central server.
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Figure 8 Federated learning

This method enhances privacy and security by ensuring that personal or confidential data never leaves the device,
reducing the risk of data breaches. In the context of cybersecurity, federated learning can be used to detect anomalies,
identify threats, or improve security models while maintaining user privacy and mitigating potential attack vectors
associated with centralized data storage.

2.4. Multi-Factor Authentication (MFA) usability and security

While multi-factor authentication is a widely adopted security measure, it can be cumbersome for users and is still
vulnerable to advanced attacks, such as SIM-swapping and phishing [173]. According to [174], MFA (illustrated in
Figure 9) is a widely adopted security measure that enhances protection by requiring users to verify their identity
through multiple methods, such as passwords, biometrics, or one-time codes. However, despite its effectiveness, MFA
can be cumbersome for users, leading to friction and lower adoption rates, particularly when additional steps disrupt
the user experience [175]. Furthermore, even MFA is not immune to advanced attacks like SIM-swapping, where
fraudsters hijack a victim's phone number to intercept authentication codes, or sophisticated phishing schemes that
trick users into divulging MFA credentials [176]-[180]. These vulnerabilities highlight the need for more secure and
user-friendly alternatives, such as hardware tokens, push notifications tied to trusted devices, or emerging
passwordless technologies that reduce reliance on easily compromised factors while maintaining robust protection.

User to respond to 2 or more factors

Something Something Something Access
they know they have they are granted
Password Smart card or Fingerprint or
or PIN push notifications geographic location

Figure 9 Multi-Factor Authentication
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Research could focus on enhancing usability and security of MFA systems. For example, new methods like biometric-
based authentication, continuous authentication, and context-aware authentication (where user behavior, location, and
device are considered) [181], [182] could make MFA more seamless while improving security.

2.5. Blockchain for fraud detection and prevention

Cryptocurrencies and blockchain-based systems have introduced new avenues for financial fraud due to their
decentralized and pseudonymous nature, making it difficult to trace transactions [183]. While blockchain offers
transparency by recording all transactions on a public ledger, the pseudonymity it provides enables bad actors to mask
their identities, facilitating schemes like money laundering, ransomware payments, and fraudulent initial coin offerings
(ICOs). Decentralized exchanges (DEXs) and peer-to-peer transactions further exacerbate these risks by bypassing
traditional financial oversight [184]-[186]. Additionally, vulnerabilities in smart contracts and blockchain (depicted in
Figure 10) bridges are frequently exploited in hacks and scams [187]. Combating these challenges requires
implementing robust regulatory frameworks, developing advanced analytics tools for blockchain forensics, and
fostering global collaboration to monitor and address illicit activities in the cryptocurrency ecosystem.
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Figure 10 Smart contract attacks

Research into blockchain-based fraud detection systems could help trace illicit activities without compromising privacy
[188]-[192]. Smart contracts and public ledgers could be utilized for transparent transactions, ensuring that fraud can
be detected early while preventing unauthorized transactions in a decentralized manner.

2.6. Identity and trust management
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Figure 11 Trust and federated identity management
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Identity verification is a critical area vulnerable to fraud, especially in cases involving account takeovers or synthetic
identities [193]. Figure 11 gives an illustration of a sample trust and federated identity management. Account takeovers
occur when fraudsters gain unauthorized access to legitimate accounts, often using stolen credentials from data
breaches or phishing attacks. Synthetic identity fraud, on the other hand, involves creating fake identities by combining
real and fabricated information, allowing fraudsters to bypass traditional verification systems [194], [195]. These
schemes exploit weaknesses in outdated verification processes, such as reliance on static data like Social Security
numbers or knowledge-based authentication, which are easily compromised.

Strengthening identity verification requires advanced methods, including biometrics, Al-driven anomaly detection, and
multi-factor authentication, to ensure that only legitimate users can access accounts and services [196], [197]. By
prioritizing adaptive and layered approaches, organizations can better protect against identity-related fraud while
enhancing user trust. Current solutions often rely on static identity data (e.g., passwords, identification numbers), which
are increasingly easy to compromise.

Research could focus on dynamic and adaptive identity management systems that incorporate multiple layers of
verification, such as biometric data, behavioral analytics, and contextual information [198]-[202]. Additionally, the
development of self-sovereign identities (SSIs) using blockchain could give individuals control over their digital
identities, reducing the chances of identity theft.

2.7. Decentralized Finance (DeFi) security

The rise of decentralized finance (DeFi) platforms has created new opportunities for scams, frauds, and exploitation
due to their decentralized nature and lack of clear regulations [203]. DeFi platforms operate on blockchain networks,
enabling peer-to-peer transactions without intermediaries, which attracts users seeking transparency and autonomy.
However, this lack of centralized control also creates opportunities for fraudsters to exploit coding vulnerabilities,
manipulate smart contracts, and execute rug pulls—schemes where developers abandon projects after collecting
investor funds [204], [205]. Additionally, the pseudonymous nature of blockchain transactions complicates efforts to
track and recover stolen assets. The regulatory vacuum surrounding DeFi further exacerbates these risks, leaving
investors unprotected and creating inconsistent standards across jurisdictions [206]. Addressing these challenges
requires robust security audits, the development of industry best practices, and regulatory frameworks that balance
innovation with consumer protection. Figure 12 compares the centralized and decentralized transactions.

Centralized transaction

Bob sends money to Alice Bob and Alice's banks take full custody Alice receives money
through his bank of the funds and transfer money between them. in her bank

Decentralized transaction

Bob sends money to Alice The blockchain transfers money between accounts Alice recieves money
through the blockchain without a trusted third party taking custody to her public address

Figure 12 Centralized Vs decentralized transactions

Research into DeFi security protocols [207] could explore ways to safeguard decentralized financial systems against
fraud and scams. This could involve the development of secure smart contracts, oracles, and auditing systems that can
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verify the integrity of DeFi protocols before funds are transferred or transactions are executed [208]. Secure smart
contracts, oracles, and auditing systems are critical to ensuring the integrity of DeFi protocols, particularly as these
platforms handle significant user funds and operate without centralized oversight. Smart contracts, which automate
transactions based on pre-defined conditions, must be rigorously developed and tested to prevent vulnerabilities that
attackers can exploit [209], [210]. Oracles, which connect smart contracts to real-world data, play a pivotal role but
require robust mechanisms to avoid data manipulation or tampering. Comprehensive auditing systems, both automated
and manual, can verify the accuracy, security, and reliability of DeFi protocols before funds are transferred or
transactions are executed [211], [212]. By integrating these components, the ecosystem can reduce risks of exploits,
build user trust, and establish a foundation for scalable and secure financial operations within the decentralized
landscape.

2.8. Fraud detection in digital ecosystems

As financial fraud increasingly targets digital ecosystems like mobile apps, e-commerce platforms, and social media,
there is a lack of holistic fraud detection systems that span across platforms [213]. The absence of holistic fraud
detection systems (such as the one depicted in Figure 13) spanning across platforms creates significant vulnerabilities
in today's interconnected digital environment. Most fraud detection systems are siloed, tailored to specific industries,
organizations, or transaction types, which limits their effectiveness in identifying fraud schemes that exploit multiple
touchpoints [214]. For instance, a fraudster might initiate an attack in one domain, such as social media, and carry it
through to another, like e-commerce or digital banking, exploiting the lack of cross-platform visibility.
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This fragmentation is further exacerbated by inconsistent data-sharing practices and varying regulatory standards,
which impede the development of a unified approach to fraud prevention [215]. Without comprehensive systems that
aggregate and analyze data across platforms, it becomes difficult to detect complex fraud patterns, such as synthetic
identity fraud or coordinated attacks involving multiple parties.

To address this gap, organizations need to adopt integrated fraud detection frameworks that leverage advanced
technologies like Al and blockchain for cross-platform data analysis and real-time threat detection. These systems
should also facilitate secure collaboration between stakeholders, including financial institutions, technology providers,
and regulatory bodies, to establish shared intelligence networks. Building such holistic solutions is essential to closing
the gaps that fraudsters exploit and ensuring robust security across the digital ecosystem.

Research into cross-platform fraud detection could help monitor digital activity in real-time across various
environments. Data fusion techniques could allow for analyzing multiple data streams from different platforms (e.g.,
social media, banking apps, and e-commerce sites) [216] to identify fraudulent activities that involve multiple vectors.

2.9. Behavioral and psychological profiling

Current fraud detection methods tend to focus on transactional data and network patterns but often overlook the
psychological and behavioral factors that underpin social engineering attacks [217]-[221].
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Research into behavioral profiling could identify patterns in users' interaction with systems and highlight deviations
that suggest malicious activity. This could include analyzing user typing patterns, mouse movements, or even emotion
recognition to flag potential fraud or scams [222], [223].

2.10. Automated investigation and response systems

Manual fraud investigations are time-consuming and resource-intensive [224]. Current solutions often involve reactive
responses rather than automated, proactive countermeasures. This reactive approach typically involves incident
detection, analysis, and remediation, which can be time-consuming and leave systems vulnerable during the response
window [225]. It also allows attackers to exploit the lag between breach detection and containment, leading to greater
financial and reputational damage.

Proactive countermeasures, such as those powered by artificial intelligence (Figure 14), machine learning, and
predictive analytics, are increasingly necessary to combat sophisticated threats in real time. These technologies can
analyze vast datasets, identify patterns, and predict potential vulnerabilities before they are exploited [226]. However,
their adoption has been uneven, hindered by high implementation costs, integration challenges, and a lack of skilled
personnel. Transitioning to automated, proactive security frameworks requires a cultural and operational shift in
organizations, prioritizing continuous monitoring, adaptive threat modeling, and collaborative intelligence-sharing
systems. Such an evolution is critical to staying ahead of evolving cyber threats and reducing the reliance on reactive
damage control.

Collect
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Figure 14 Automated investigation and response system

Future systems could leverage automated investigation tools powered by artificial intelligence [227] and case
management systems that can instantly evaluate suspicious activity, trigger responses, and even resolve minor fraud
cases without human intervention. This would reduce the burden on security teams and enable faster, more scalable
responses.

2.11. Scalability of security measures

The increasing volume of online transactions and user activity makes it difficult for security measures to scale effectively
[228]. The surge in online transactions and user activity, fueled by e-commerce, digital banking, and remote work, has
outpaced the ability of traditional security measures to scale effectively. As millions of transactions occur daily across
diverse platforms, the sheer volume of data presents a challenge for identifying fraudulent activity without
overwhelming systems with false positives or delayed responses [229]. Legacy security solutions often struggle to keep
up with the speed and complexity of modern online interactions, leaving gaps for sophisticated fraud schemes to exploit.

Moreover, the diversity of digital payment methods, including mobile wallets, cryptocurrencies, and peer-to-peer
platforms, introduces additional layers of complexity, each requiring tailored security protocols. Cybercriminals
capitalize on these gaps, using automation and advanced technologies like Al to launch large-scale, real-time attacks
[230]. To address these challenges, organizations must adopt scalable and intelligent security systems that leverage
machine learning to detect anomalies, ensure real-time threat mitigation, and minimize operational bottlenecks [231].
Collaboration across industries and governments is also essential to establish shared threat intelligence and develop
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globally consistent standards to protect the growing digital economy. Fraud detection systems may struggle with large-
scale data or fail to adapt to a rapidly growing digital landscape.

Research into scalable security architectures could explore the use of distributed systems or cloud-based security
solutions that dynamically adjust to the growing volume of digital transactions [232], ensuring effective protection
against fraud.

2.12. Impact of Emerging Technologies (Al, IoT, 5G) on fraud

Emerging technologies like 10T, 5G, and Al present new opportunities for fraudsters while challenging existing security
systems. The vast increase in connected devices introduces new attack surfaces [233], [234]. The proliferation of IoT
devices increases attack surfaces, as many devices lack robust security protocols, enabling unauthorized access, data
breaches, and manipulation of connected systems. Meanwhile, 5G enhances connectivity and data transmission speeds,
which fraudsters can leverage for swift and large-scale attacks, such as botnets or phishing campaigns, that traditional
security systems may struggle to mitigate in real time.

Al poses a dual-edged challenge: while it strengthens fraud detection through predictive analytics and anomaly
detection, it also empowers attackers to craft sophisticated scams [235]. Techniques like deepfake technology and Al-
driven social engineering make it harder to distinguish between legitimate and fraudulent activities [236]. Furthermore,
the convergence of these technologies creates interconnected ecosystems where a breach in one area can cascade into
broader, more complex security issues [237]. Addressing these challenges requires developing adaptive security
frameworks, investing in next-generation encryption, and fostering collaboration between technology providers,
governments, and cybersecurity experts to preemptively counter these evolving threats.

Research could focus on developing robust security frameworks tailored to emerging technologies, such as creating
secure IoT networks, mitigating risks in 5G-enabled environments, and ensuring Al-powered systems are resistant to
adversarial attacks and fraud [238]-[242].

2.13. Regulatory and legal research

As online scams and financial fraud evolve, there is a gap in consistent, international regulations that can provide clear
guidance on how to address and prosecute new types of fraud.

Future research should focus on developing global regulatory frameworks that can keep pace with the rapidly evolving
fraud landscape [243], [244]. These frameworks should emphasize cross-border cooperation, real-time data sharing,
and the adoption of innovative technologies like artificial intelligence and blockchain to detect and prevent fraudulent
activities. Regulatory bodies need to harmonize standards to reduce jurisdictional gaps that fraudsters exploit, while
fostering collaboration between public and private sectors to enhance vigilance and response capabilities [245], [246].
Additionally, frameworks must be flexible, incorporating adaptive policies that can anticipate emerging threats, such as
cyber-enabled crimes and deepfake-based scams, ensuring robust protection for individuals and businesses worldwide
[247], [248]. This could include proposing new standards for cross-border fraud detection and prosecution, ensuring
that law enforcement can effectively track and apprehend fraudsters operating across jurisdictions.

It is evident that the rapidly evolving nature of online scams and financial frauds demands continuous innovation in
both technical and non-technical solutions. Closing the research gaps outlined above will not only lead to better fraud
detection and prevention systems but will also improve the overall security and trust in online financial systems. With
ongoing collaboration, technological advancements, and regulatory updates, the fight against online fraud can become
more effective in the years to come.

3. Conclusion

The rapid advancement of digital technologies has transformed the landscape of online scams and financial frauds,
presenting unprecedented challenges for individuals, businesses, and governments alike. The complexity and
sophistication of these fraudulent activities continue to evolve, leveraging cutting-edge technologies such as artificial
intelligence, blockchain, and social engineering tactics to deceive victims and bypass traditional security measures. As
this digital transformation accelerates, so too must the development of innovative and adaptive security solutions to
combat these emerging threats. This review highlights the various types of online scams and financial frauds that
dominate the digital age, ranging from phishing and identity theft to more complex crimes such as account takeovers,
crypto fraud, and scams in decentralized finance (DeFi). The ongoing struggle between fraudsters and security
providers reveals significant gaps in the current state of online protection, particularly in the areas of real-time
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detection, cross-platform collaboration, and user education. Moreover, the proliferation of IoT devices and the rise of
social engineering tactics underscore the need for a comprehensive and integrated approach to online security. Future
research must focus on developing proactive fraud prevention mechanisms that can detect and mitigate fraud before it
occurs, with an emphasis on real-time analytics, machine learning, and privacy-preserving technologies. Moreover, a
collaborative, global effort involving stakeholders from the public and private sectors is crucial for creating effective
security frameworks and standards that can adapt to the ever-changing nature of online scams. Ultimately, as the digital
world continues to expand, it is essential that cybersecurity measures evolve in tandem with these changes. By
addressing the current challenges and research gaps, we can strengthen defenses against online scams and financial
frauds, ensuring a safer and more trustworthy digital environment for all users. Collaboration, innovation, and a
forward-thinking approach will be key to overcoming these persistent threats and protecting the integrity of digital
financial systems in the years to come.
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